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1. Introduction
1.1 Background

1.2

The HYDRA project develops middleware for networked embedded systems that allows developers
to create ambient intelligence applications. System developers are thus provided with tools for easily
and securely integrating heterogeneous physical devices into interoperable distributed systems.

The middleware will include support for distributed as well as centralised architectures, environment
and context awareness, security and trust and will be deployable on both new and existing networks
of distributed wireless and wired devices that typically are resource constrained in terms of
computing power, energy and memory. HYDRA middleware will be based on a Service Oriented
Architecture (SOA), to which the underlying communication layer is transparent.

The middleware is exemplified within the project in three domains: building automation, healthcare
and agriculture.

Purpose and context of this deliverable

The purpose of this Deliverable is to explain the process and methods for the validation of the
middleware and the prototypes within HYDRA. The report is an outcome of WP10 — T10.1 User
validation dealing with the evaluation of user needs. It follows the work done in WP2 (and partly in
WP3) providing the usage scenarios considered as the basis for the validation framework.

A further underlying objective of this validation plan is the collection of recommendations for
improvement of the concept design.

Validation represents the testing and assessment of a system with the goal to prove the functions of
the middleware (and its components) functionalities. The User Validation verifies that the system
realises the benefits expected by the stakeholders, such as added value of the services,
improvement of job satisfaction at the end-users, new methods of collaborative working, etc..

The HYDRA project shall validate the prototypes implemented in the project: the middleware, the
software development kit (SDK), the device development kit (DDK) and the integrated development
environment (IDE). Testing will be performed with developers who are directly involved in the
prototypes exploitation. The evaluation shall regard also real end-user scenarios in the three
domains: building automation, healthcare and agriculture. The document provides an overview of
the planning including the timing, the expected results for the assessment of the prototypes and the
methods for a basic evaluation of the developed applications in the three different domains. It is
planned that the assessment will undergo several cycles, following the iterative approach already
applied in the course of the project.
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2. Executive summary

The deliverable presents a detailed validation plan for the three prototypes developed in HYDRA
(SDK, DDK, IDE) with the intention to provide a comprehensive vision of the validation process.

The background is to demonstrate that the middleware and its components work satisfactory and
fulfil all necessary performance criteria. This holds true as well for the validation of the SDK, DDK
and IDE and its components.

After a basic technical evaluation is done, the next step is to assess the middleware, SDK, DDK and
IDE with their users, that means to evaluate them with developer users and this is the first objective
of the validation plan.

The last step is to evaluate the services provided by the prototypes with end-users, which are those
who really make use and see the effectiveness of the HYDRA implemented applications.

This approach is followed because the general purpose of the project is to develop a middleware,
which has developers as customers. The evaluation of the prototypes applied to the user application
framework will be important for trying to understand if something the end-user is missing is the fault
of the middleware or due to the fact that the developer was not working properly. This analysis,
even if complex and limited in time, will allow to highlight important conclusions for the middleware,
SDK, DDK and IDE.

The report is structured in 3 main parts.

Chapter 3 and Chapter 4 provide both the theoretical background and an introduction to validation
and its application to the HYDRA framework. Validation is the testing and evaluation of a system
with the goal to prove that the expected results are met. It is divided into several steps, initially
focussed on technical aspect and then moving smoothly to the assessment of the quality of use
of the applications. User validation is performed depending on the object to be evaluated.
Technical analysis is done trough specific test to be applied to the system components, usually
realised in a laboratory environment. This part is mostly done during the implementation phase and
then fine tuned for the software release version. Quality assessment is performed once software
development is completed, so that it is possible to have a clear idea to which extent the user
requirements (i.e. user needs) are met, especially regarding the quality parameters. For this reason
the validation plan is divided into two major sections.

Chapter 5 shows the organisation of the developer-users assessment. It consists of three evaluation
cycles that represent the different iterations; each of them takes into consideration one of the
prototypes and the middleware component, with the aim of continuously improving the software
releases; the first iteration is focussed on the SDK, the second on the DDK and the third and last on
the IDE validation. The objective is to gather the advices received from external developers (who
didn’t contribute to code writing and debugging during prototypes developments). The middleware
and other components assessment is performed via the verification of relevant requirements and the
collection of standard questionnaires. The section describes in details how the validation process will
proceed, defining the fundamental steps to be followed and the time constraints to be respected for
completing the task.

Chapter 6 regards the end-users validation plan. The object of the evaluation shall be the
applications implemented from project developers to illustrate the HYDRA concepts and explain the
middleware potential. For the end-user validation we underline that the HYDRA project scope is to
develop tools (SDK, DDK, IDE) in order to address an intelligent cross-platforms software
implementation. The applications developed are considered a mean to an end, a few good examples
to understand the potential of the developed tools. So the end-users evaluation is considered an
added value useful to understand how the HYDRA-implemented hardware and software could work
from the point of view of the interested stakeholders. The end-users validation plan introduces the
application scenarios and how to identify and select the end-users who shall be involved in the
validation process (it is foreseen that a certain number of trial performers shall be found outside the
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HYDRA Consortium). The applications investigation is performed via the verification of pertinent
requirements and the collection of standard questionnaires. The chapter describes which steps shall
be followed and the time constraints for completing the activity.
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3.1

3.1.1

3.1.2

3.1.2.1

Introduction to User validation

Validation is the testing and assessment of a system with the goal to prove that it realises the
benefits expected by the stakeholders (i.e. everyone who has an interest in the newly introduced
services and applications), such as added value of the services, improvement of job satisfaction at
the system users, new methods of collaborative working, etc.

The overall validation in a software implementation activity consists of three elements:
e Verification tests if the software is free of bugs.

e User validation evaluates if the services meet the expectations and requirements of its
intended users.

e Usability testing is the assessment of the quality of use of the applications.

Software verification (debugging and testing) is always performed at laboratory level, given in any
case the possibility that unexpected bugs are discovered after software release. So the outcome of
this part is to check any eventual bug not yet faced during laboratory test. Hopefully this shall be a
minor part of the User validation phase.

The second point is partly done at laboratory level, with internal technical experts analysing each
software module and verifying its consistency alone and inside the overall architecture. Then the
assessment of performance measurements is done with experts not participating to the
implementation, so that there is an evaluation of the (stable) components and prototypes from
different point of views.

The third point is at the level of the quality of use in the domain of field trials made from users,
where controlled conditions are needed to assure that valid and interpretable results are obtained,
useful as comparable benchmarks for customers.

User validation concepts

What is user validation

Validation is a key step in the development and implementation process. It is the process of
verifying that an application performs as expected, often based on the assessment of results.
Assessment is the process of determining the performance and/or impacts of a candidate
application, usually in comparison to a reference case (existing situation or alternative applications)
and usually including an experimental process based on real-life or other trials, often involving users.

How to make user validation

The validation plan is the basis for the validation. It defines a validation framework for test scenarios
that assure that the range of the different test implementations is adequate to judge if the key
aspects of the implemented system could work. To meet the specific needs of the stakeholders, a
number of quality dimensions and assessment categories have to be identified.

Prepare the evaluation activities

The validation plan describes the appropriate method for user validation, meant as the identification
of suitable approaches to measure different quality dimensions. The preparation of the validation
plan considers as input what has to be evaluated (the objects of the evaluation), who will perform
the assessment, the available resources (HW/SW tools and logging, documents and reports) and the
timeframe for completing the task.

In this initial phase a considerable effort is needed for drafting the templates to be used from the
evaluators, in order to guarantee a consistent reporting and collection of data.
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time plan

prepare material

conduct the user evaluation

collect data

draw results

improve system

Figure 1: activity planning

3.1.2.2 Conduct the evaluation activities

The evaluation activities need precise scheduling in order to provide useful feedback into the loop at
the right moment, and the validation plan gives the exact time frames and the procedures to follow
at every different (new) step. The assessment is completed in several sessions. The need to assure
a genuine outcome suggests proceeding with the testing in different environments and with users
belonging to different kind of stakeholders. The available competencies in the resources required for
user validation shall depend on the type of service.

This is the unique part where the real users are involved, because in the other tasks the work is
done from project members or technicians.

3.1.2.3 Analyse data

Output derived from hardware/software tools (also logging), filled-in templates from users,
comments arising during the validation activity are collected, classified and eventually filtered. This
task starts after the previous activity is completed, so that the data analysis is not affected from
unaligned input.

’ Data collection ‘
!
’ Data analysis ‘

v

Results elaboration

L

Figure 2: data analysis process

3.1.2.4 Feedback results back to the loop

User validation contributes successfully to the project development when it is integrated into the
project plan and when standard project management techniques are used. For this reason an
iterative approach is satisfactory meeting the constraints of a time-limited project, so that all the
user feedbacks are not concentrated at the end, but they are distributed in different moments of the
research activity.

It is necessary to prepare an appropriate communication scheme (also templates) to provide
feedback from developer users and other stakeholders to the members of the development team. Of
course it is also necessary the availability of sufficient resources to revise and adapt the system on
the basis of test results (prototyping and iterative development cycles).
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4.1

User validation in HYDRA

Object of the validation

The physical outcome of the Hydra project consists of a middleware architecture and components
supported by development tools.

The middleware is based on a Service-oriented Architecture, to which the underlying communication
layer is transparent. The middleware is aimed at providing interoperability of networked embedded
systems: it will operate subject to variations in resource availability in terms of computer power,
energy and memory usage and so it will support cost-effective and innovative embedded
applications for new and existing devices. It will support distributed as well as centralised ambient
intelligent architectures with reflective properties as well as including means for security and trust
enabling of components.

The goal for the producers is to be able to build cost-efficient Ambient Intelligence (AmI) systems
with high performance, high reliability, reduced time to market and faster deployment and still build
on the assets of the installed base.

To facilitate the development, a series of development tools are available: The Hydra Software
Development Kit (SDK), Device Development Kit (DDK) and IDE (Integrated Development
Environment. The SDK and DDK are two different views on the middleware. The SDK will allow
developers to develop the innovative software applications with embedded ambient intelligence
computing using the middleware, while the DDK will allow device developers to enable their devices
to participate in a Hydra network.

The SDK consists of the managers and associated tools (compilers, archives, debuggers,
documentation, etc.), which are used to develop an application, together with the associated
programming interface.

In contrast, the DDK consists of the managers needed to Hydra-enable a specific device. Both the
SDK and the DDK offer Hydra functionality but at a low programming level.

The IDE will provide solution developers with a high-level interface for developing networked
embedded AmI applications. The Hydra IDE can be integrated with existing IDE’s such as Eclipse
and Visual Studio.

In the user-centred approach utilised in HYDRA, the scenarios, the first basic set of requirements,
the middleware implementation and the domain applications are refined in iterative steps, which
follow the principles of the common standard ISO 13407. The part of assessment focused in
requirements and scenario definition is performed in the design framework, in WP3 (as it appears in
Deliverable 3.2 “Updated system requirements report”).

In the iterative approach when a prototype is available, end-users can try it and gain personal
experience with the system. Iterative cycles allow advancing from specification to implemented
prototypes, from experience and evaluation to improved specifications and improved prototypes. In
Hydra there are four full cycles planned to release the different prototypes throughout the project
lifetime. Each cycle leads also to an application that demonstrates the developed components in a
real scenario (applied to home automation, healthcare and agriculture). The first demonstrator is in
the home automation domain and it is released together with the first version of the middleware.
Cycle two leads to the SDK release together with applications in all domains. Then applications will
be augmented in each cycle. At the same time in cycle three the DDK prototype and in the last cycle
the IDE prototype will be subject of validation and evaluation. This is represented in the next Figure.
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4.2
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DDK IDE

Figure 3: HYDRA prototypes timeplan

This iterative process ensuring the gradual approximation to the HYDRA middleware has a strong
impact in the validation plan, because it has to be also organised in different cycles, so that
simultaneous consideration of the developer needs are collected at the end of each loop.

For each of the prototypes a user validation plan is developed in this document. The plan can be
updated as needed and as the project progresses. Correspondingly, for the reporting of results a
similar template is proposed. As during each cycle also three applications are developed and fine-
tuned, one for each of the selected domains, it is interesting to foresee also a user validation
scheme to be fulfilled at cycle four that collects the user responses while interacting with each
application. This is worth not just for the “look and feel” aspects, but also for a greater
understanding of the functioning and usefulness of the application developed and for assessing the
business benefit and added value of the new applications in a realistic application environment.

Software development project face usually common drawbacks, but HYDRA presents also the
additional problem that we are trying to evaluate a middleware, which is one step more away from
real users compared to a normal SW product. Traditional methods developed for evaluating software
are not always applicable to highly innovative products and services which are the focus of the
project. One of the objectives of the user validation approach is to use the synergy between the
applications as much as possible by using common methods, and by looking for complementary
results. The challenge may be met by using care in the approach, and awareness of the fact that
comparison with existing applications, and the use of previous experience is not possible. The
procedures followed consider the experience from other similar projects.

HYDRA target users
As HYDRA is aiming at developing a service oriented and model driven middleware for embedded
systems, there are two groups of users:

e developers that will use the middleware

e end-users that will benefit from the HYDRA enabled Services created by the developers.

Therefore the term of developer-user refers to developers and end-users refer to the users of the
products provided form the developers. In case that both are meant we simply speak of users. For
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the type of “product” developed in HYDRA the first group is considered with greatest interest,
because the developer shall be the direct and primary users of the HYDRA middleware tools. This is
also a challenge because we must consider that evaluation with developer-users may or may not
lead to new issues if compared to traditional user validation. The end-users are also considered
because it is really useful to have a critical mass regarding the market feedback received from
people who will benefit from the technology enabled with HYDRA.

Groups of users with homogeneous characteristics within a group and different characteristics
between groups must be identified. The characteristics must be relevant for the development of the
HYDRA middleware, especially for the demonstrators under development. The developer users will
be identified among HYDRA internal resources where possible. This is done mainly because it is
difficult to find the commitment from companies not directly involved in the HYDRA consortium,
especially from an economical point of view (external experts who are not HYDRA partners asking
for a fee shall be paid with mean of subcontracting). The selected developers will be chosen among
those who were not directly involved in the HYDRA implementation, otherwise their judgement
would not be unbiased. In case it is not possible to identify just resources belonging to the HYDRA
environment, external experts will be contacted and eventually hired in order to perform the
requested task.

The end users in charge to evaluate the applications will be selected among the group of
stakeholders as emerged in the analysis carried out during the Deliverable 10.5 Business modelling
concepts preparation and depending on the evolution of the demonstrators’ implementation, both
based on vision scenarios. In the document the different stakeholders and classes of stakeholder
have been identified and explained, for each of the domain considered within HYDRA and dividing
them among different level of pertinence to the HYDRA framework. When all applications will be well
defined and solid, towards the end of the developments, the stakeholders will be selected and asked
to participate to the validation activity. In this case it will be necessary to lean external resources
able to fulfil the assessment.

Tasks are here identified in a top-down manner, from the definition of system objectives, use cases
or scenarios of use, down to detailed procedures. Hereafter it is presented the decomposition of
global procedures into increasingly detailed descriptions of partial tasks, divided also among the sub-
sequent iterations. The decomposition stops when the appropriate level of detail is achieved. This
depends on the aspects of the system which are under investigation, and may range from high-level
scenarios to keystroke-level description. A detailed technical implementation is presented for each
cycle of user validation (done in three steps, SDK, DDK, IDE and applications).

Type of user Object of the evaluation v::iill:t?:nt?;:i::\)
Developer user SDK + middleware vers. 1 M24
Developer user DDK + middleware vers. 2 M36
Developer user IDE + middleware vers. 3 M46
End user Applications M45

Table 1: validation plan milestones

Developer-users are more interested in requirements fulfilment, the technical aspects related to
software development applied to the major object they expect: a middleware, a SDK, a DDK or a
IDE. This will be investigated during the first phase of the validation (first iterations).

End-users are more focussed on the exploitation of a developed solution, in the sense that it has to
be easy to understand, comfortable to use and efficient while working. This is studied at the end of
the project, during the last iteration.
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4.3

As a general observation, large-scale trials involving real users should only be initiated when a stable
system allowing meaningful productive use is available, otherwise lack of attention towards the
system shall be expected from evaluators (and this would misrepresent the results).

Quality dimensions and assessment criteria

The validation is made through the comparison between an expected impact (requirement) and how
the real application works. In HYDRA the expected impact is described with mean of the user
requirements, derived and collected in WP2 and WP3. The user requirements consist of a list of
features and properties of the HYDRA middleware including quality criteria, which are considered
relevant by the users. Deliverable 3.2 “Updated system requirements report” contains an updated
overview of the requirements that shall be necessary to the HYDRA developed system as emerged in
several focus groups with developer users.

Every requirement statement is composed of six fields to briefly describe it, as shown in the next
example.

ID: 31

Type: Non-functional / look and feel

Priority: Critical

(Short) description: An easy-to-use programming framework should be provided

Rationale: The programming framework provided by the SDK should be easy to use in the
sense that it is intuitive

Fit Criteria: 9 out of 10 developers recognise the IDE as intuitive

As quality is a relative or personal issue to be measured, a value must be attached to the cost and
benefit of quality-oriented actions. Features and properties requested by stakeholders have to
determine on how to implement and what the optimal investment is.

There are different frameworks analysing quality attributes, with differing vocabulary, metrics etc.
that are relevant to software architecture design. Quality attributes are essential to the design of
software architecture, but it is a challenge to describe quality attribute (requirements) on a common
form. For this reason, together with the Volere schema for drafting user requirements, the SEI
quality framework (Bass et al., 2003) and the ISO 9126 (2001) international standard have been
studied. The SEI quality framework, also known as Quality Attribute Scenarios, is a well-established
way of defining architectural requirements in a uniform way and introduces the concept of
considering quality attribute requirements on a fixed and precise scenario form. This approach has
been integrated in the context of the HYDRA project with the ISO 9126 international standard
defining a comprehensive quality model for software products. Deliverable 6.1 “Quality Attribute
Scenarios” gives a detailed and clear overview of the two frameworks.

A general scheme was introduced in the validation framework report, on which and how to measure
different attributes in respect to a selected group of quality dimensions: performance, subjective
assessment quality, learning effort, cognitive workload, added value and security, safety, privacy.

Performance (functionality, effectiveness, efficiency, reliability, etc)

Quality Unit of Critical Required
dimension Measurement Value Value

Measure Optimal Value Methods

Performance - | Rating by Better than Questionnaire,
functionality users the average

Global rate Above average o
Positioning

Performance - | Rating by Better than Questionnaire,
effectiveness users the average

Global rate Above average .
Positioning
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Time to Faster than
Performance - . o Performance
. perform Minutes traditional work /
efficiency . o measurements
a given task activity
Less than 0.1%
Performance - time not working Performance
. . o
reliability Working time | Rate (99.9% time measurements
correct
functioning)

Table 2: Quality dimension - performance

Performance of software is normally tested in a controlled environment, like in a laboratory, with
mean of measurements, using log files, timestamps and other tools suitable to test the running
application. As regards functionality and effectiveness, the rating given from users is of utmost

importance, an immediate feedback of the usage impression from a potential customer.

Subjective assessment (affect) of the quality of an application

ualit Unit of Required Optimal
_Q _y Measure Critical Value 9 P Methods
dimension Measurement Value Value
Subjective Not
assessment Use_:r . Global rate satisfactory Large Questionnaire
: satisfaction : : consensus
quality impression

Table 3: Quality dimension - subjective assessment

The subjective assessment gives an idea of the system out from the technical scope, a sort of overall
impression of the whole system, without a focus on a specific topic. For this aspect it is important
the type of audience and the presentation given of the evaluated object.

Learning effort required using a system

ualit Unit of . Required Optimal
_Q .y Measure Critical Value o - Methods
dimension Measurement Value Value
Time to
More than a 5- . .
Learning effort coach Hours days training Z-qa_ys . Coaching time
(developer . training period | measurements
period
users)
Time to . .
Learning effort | learn (end Minutes Below average Bhetter than Above average Learning time
user) the average measurements

Version 3.0

Table 4: Quality dimension - learning effort

The learning effort have to be applied both to the level of the software developer, who has to learn
how to make software using HYDRA middleware, and from the level of the final user who benefit
from the HYDRA enabled new technology. Learning activity is highly dependent on the capabilities of
the scholars, so in the first case it is possible to shift the measurement on the time necessary to
complete a training on how to use the HYDRA software. This is easier than calculating the time
spent for learning how to use SDK, DDK or IDE from a developer user.

On the other hand for the evaluation of the applications’ example made from the final users this is
difficult to pursue, then a measurement of the time spent to learn how the demonstrator works will
be required.
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Cognitive workload
ualit Unit of Required Optimal
_Q .y Measure Critical Value o - Methods
dimension Measurement Value Value
Lore ten 20% o
Cognitive Time to . . working time Learning time
Rate working time
workload learn for less than measurements
for more than
one week
one week

Table 5: Quality dimension - cognitive workload

The cognitive workload is difficult to be assessed as it is for the learning effort, but the two concepts
are somehow linked, so the same evaluation approach can be used for both. The time spent for
learning how to use SDK, DDK or IDE (developer user) and how the demonstrator works (final
users) is directly proportional to the cognitive workload, with different reference values (as reported
in the Table).

Added value

alit Unit of Required Optimal
_Qu |_y Measure ! Critical Value quir pH Methods
dimension Measurement Value Value
. Number of . .
Added Value Rating by benefits Above average ngs_tlonnalre,
users : Positioning
mentioned

Table 6: Quality dimension - added value

In the validation plan the added value is analysed in the users’ questionnaire. Part of the added
value assessment is done also in the business framework (task 10.2), where there will be an
economical estimation of the cost of ownership.

Security, safety, privacy

Quality Measure Unit of Critical Required Optimal Methods
dimension Measurement Value Value Value
Rating by Global rate of Questionnaire,
. experts o No Positioning,
Security vulnerabilities Above average o S
Number of number vulnerabilities | Conjoint
vulnerabilities Measurements
Rating by users | Global ra_tfa_of No Conjoint
Safety Number of vulnerabilities Above average | biliti M
vulnerabilities number vulnerabilities easurements
Rating by users Global c
and experts obal rate o ; ;
Privacy vulnerabilities Above average No o Que.s.tlorjnalre,
Number of number vulnerabilities | Positioning
vulnerabilities

Table 7: Quality dimension - security, safety, privacy

The goal of security and privacy is to ensure that appropriate standards and regulatory procedures
are integrated conforming to the governance and policing of quality of service for software
development or applied to the different sectors where examples of service is deployed.

Safety issues are not pertinent to the use of the middleware, SDK, DDK or IDE. The use of software
applications is harmonised by regulatory procedures that will be integrated into HYDRA platform.
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4.4

Safety is considered applicable for the applications in the building automation, agriculture and
especially healthcare domains.

The Volere approach allows to have a direct measure of the specific user need (and quality
parameters) with mean of the fit criteria, which allows an immediate feedback on what is necessary
to fulfil the requirement. So the evaluation of the system quality is measured through the
correspondence between each requirement and the correspondent assessment criterion that tells
how far the quality of the developed system (or component) should go in order to fulfil the
requirement itself. As an example, considering the previous requirement, during the assessment
period the validation method will examine (with mean of a questionnaire) if it is verified that "9 out
of 10 developers recognise the IDE as intuitive”; this process will be applied to all the relevant items
found in the updated system requirements report and the results obtained will be the measure of
the HYDRA components successfulness.

During the validation activity there will be also an estimation of those quality issues not yet
investigated with mean of the previous scheme (requirements fitness). If lack of information is
identified, the validation activity will be enlarged with mean of further measurements or extended
questionnaire so that all the meaningful quality aspects are properly examined.

In the last iteration it will be considered the quality of use from the viewpoint of end-users, not just
from a technical point of view. In this case quality of use is an issue related to final-users (or market
product), and the examples of the three developed applications will be assessed (building
automation, healthcare and agriculture).

Both end-users and developer-users are also concerned about the total cost of a service. Quality
seen as the cost of ownership study of the HYDRA service will be estimated in Task 10.2 on the
business framework.

Selection of HYDRA user requirements

Requirements have a major sub-division into functional and non-functional (or quality) because
quality is considered as ‘orthogonal’ to functionality in the sense that the same functionality may be
supported by an open-ended amount of software architectures that to a large extent determine the
quality of a constructed system (see Bass et al.).

The user validation carried out in the project with the help of the present document will focus on the
quality requirements, as large part of the functional ones are considered to be tested with proper
verification before the software release appear (during software debugging). Otherwise the
functioning of the prototypes themselves would be undermined at the basis. Nevertheless the critical
functional requirements (and those considered as particularly relevant) will be assessed during the
validation phase.

The list of requirements to be evaluated is presented in the following paragraphs. The Tables report
the selected requirements in normal text, while the functional (or not applicable) ones are in over-
lined text: these shall be assessed during debug activity and won't be taken into account during the
validation phase.

The list is not considered as definitive. During the validation tests some major requirements shall be
comprised in the selection, and other will be added and updated during the project lifetime, as soon
as the need for new features is identified. In particular, we will review the user requirements at the
end of this first user evaluation iteration, in order to get the second improved set of user
requirements.
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Requirements are grouped into different clusters. One is based on their relevance to the focus of the
different technical WPs:

e WP3 - Architecture Design Specification
e WP4 - Embedded AmI Architecture

e WP5 - Wireless Networks and Devices
e WP6 - SOA and MDA Middleware

e WP7 - Trust, Privacy and Security

The second cluster stands on their impact in different part of the system: architecture, middleware
layer, devices, device integration, networking, communication, configurability, interfaces, service
discovery, security, context, SDK, IDE.

The tables give also an indication if the single requirement is pertaining to a prototype/application,
so they will be considered as input for the identification of the requirements to be tested in the
following sections.
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4.4.1 Middleware requirements from WP3 - Architecture Design Specification: Architecture

ID |Type Priority |[Description Rationale Fit Criteria Middle SDK DDK IDE Application
ware
{SOAY ad-php/ 19679 /sea—+rm-espdf
241 |c - " i Wel . Y - - "
25 |Functional Critical |Overwriting Possibly dangerous outcomes of system End-users can overwrite 90% v
system decisions|decisions must be over writable by end- |of the application decisions
users
136 |Non- Major Dynamic An architecture of a running Hydra system |In 95% of all cases, Hydra v v
functional / architecture can be easily modified by increasing or supports dynamic migration
performance decreasing the degree of centralisation in |of components to realise
order to balance utilisation of available centralised and decentralised
resources. systems.
199 |Functional |Critical |[Modules should |Hydra modules should be extendable in 80% of all Hydra modules are v v v v
be extendable |their functionality by 3rd-party solutions |extendable in their
functionality by integrating
3rd-party code via a standard
interface or replaceable by
3rd-party modules with
equivalent functionality.
236 |Functional Critical |Middleware is The middleware provides basic services The middleware provides v
extendable with |[that could be enhanced and adapted by well-defined interfaces for
additional additional integration of specific plug-ins. |additional plug-ins
functionality by
plug-ins
288 |Functional Critical |Query devices Enable developers to get information All Hydra enabled devices can v
for their about the offered functions of a certain be queried for their
functionality device in an ad-hoc manner supported functionality
327 |Non- Critical |The Hydra Not all parts of Hydra will make sense in |Hydra is able to support the v
functional / middleware all situations (it will not always be exact subset of services
performance should be beneficial to use higher layers of required by a client (user or

flexible as to
allow for opt-in
and opt-out on
parts

communication such as a service
composition protocol or maybe a device
may be too resource-constrained to use
parts). One should be able to take the

parts of the Hydra middleware that makes

service) in 70 % of all cases.
In 20 % of all cases the
middleware is able to provide
a service package that

includes the required service.
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ID (Type Priority |Description Rationale Fit Criteria Middle SDK DDK IDE Application
ware
sense for a certain application. For In 10% of all cases Hydra is
example, it should be possible to for not able to provide service
embedded devices with few resources similar to the desired service.
(see other requirements) to take partin a
Hydra application without having to install
or run all Hydra components. Another
example may be that one may want to
use just point-to-point communication of
Hydra without having to use the context-
awareness part. (Werner Vogels,
CTO/Amazon at JAOO 2006: "Middleware
is evill", referring to that if one chooses a
certain middleware such as CORBA one
makes too many decisions (not only on
communication in the CORBA case but
also, e.g., on transactions) that may not
be appropriate for the case at hand)

329 |Non- Major |Middleware A lot of the services needed in the Large parts of the building- v v
functional / provides apartment scenario are also needed in automation scenario can be
maintainabili domain- other scenarios (persistence, logging, built by reusing configurable
ty independent visualization, ...). These should be services from across other

services abstracted and built and provided as part |application domains.
of Hydra

337 |Non- Critical |UAAR: There Not all devices will be Hydra-enabled 75% of non-Hydra devices v v
functional / should be a neither in the near nor the far future. The |can be integrated into Hydra
operational procedure/strate |architecture should support Middleware

gy for communication with and use of such
interfacing with |devices to enable developers of Hydra-
non-Hydra based applications to create rich
devices applications

350 |Functional Critical |Data type Different devices in sensor networks use |100% of all basic data types, v v

transparency different bit sizes. Hydra must provide 90% of less common data
transparency between data types. Hydra |types can be transferred
must provide some sort of data type between devices with
wrappers for the different arch and cpu different bit sizes.
types.

17 |Constraint / [Major |When applicable,|Web Service Architecture (WSA; In min. 90% of all cases, v
requirement middleware http://www.w3.0org/TR/ws-arch/) Hydra web service interfaces
constraint interfaces are introduces a common definition of what a |are realised as WSA-

exposed by web service is and describes minimal compatible web services. In
WSA-compatible |characteristics of what is common to all the remaining cases, web
services web services. When web services are used |services use proprietary
in Hydra, they should comply to WSA formats.
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ID (Type Priority |Description Rationale Fit Criteria Middle SDK DDK IDE Application

ware

18 |Non- Major  |Support for The Hydra architecture should not Hydra allows at least two v v v
functional / different prescribe one way to structure different architectural
usability software applications. Thus several architectural patterns for applications.

architectural patterns, for example MVC and PAC
patterns should be supported.
cellaberation):
24 |F - . 2 - - .
e . ‘EESE. uree shari g" y .Eb =S E © E.HEIE tation- | Reseurcesea E.E. SI_E ed-by
eseuree-SAarhg .
Feseurees .br-:EI. €0 EEEE.EE aras-wenas
other services—Schedu 1g-€0 pu_EaEFe
middleware-econcurrenthy-
> F - : - . - - :
ajof e-integrationof basie systems _Ee . fes Ie.t d-be Poss Is_e o
€0 EE.'EI' tsfse Stbs.’SEE' SSIEEE.EESIE E.EEE geratio ; ces.
it I © I|_g|E| CEVerserviees .I gFe eve 9 e_leieseises_nE east
. T ¢ . E'IE-.I igt 5. cve 5. cFviee ¢
subsystems basie-services-exists:

217 |Non- Major |The middleware |In order to ensure the service support of |Breakdown of crucial services v
functional / should ensure important components in the system, the |of the middleware in less
performance high robustness |middleware should provide a highly robust|than 1 case per 100 hours of

of services service structure. operation.

219 |Non- Major Redundant core |To ensure high robustness, core No core component should be v
functional / components components should be redundant. unique.
performance

230 |Funectienal |[Major  |Self-clustering-of|Clusterprovideshigh-flexibilityir-dynamic |A-rew-service-will-be-
£y

323 |Constraint / [Major |Distributed We have a need for "intelligence" Minimum hardware v
scope of the Intelligence (Semantics, reflection etc.). We have a requirements (which must be
project should not lead |need for supporting embedded systems. |supported by all target

to resource- This should not conflict hardware) are defined and all
heavy systems hardware that meets the
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ID (Type Priority |Description Rationale Fit Criteria Middle SDK DDK IDE Application
ware
specifications is guaranteed
to work with hydra.

324 |Non- Major |Systems built In large installations (such as in the The Hydra middleware v v
functional / using Hydra apartment complex example) there will be |[supports applications in
performance should be many devices per apartment and a huge |which more than 100,000

scalable in terms|amount of embedded devices in total. devices exist.
of devices Hydra should support the development of
communicating |[such big systems.

329 |Non- Major |Middleware A lot of the services needed in the Large parts of the building- v v
functional / provides apartment scenario are also needed in automation scenario can be
maintainabili domain- other scenarios (persistence, logging, built by reusing configurable
ty independent visualization, ...). These should be services from across other

services abstracted and built and provided as part |application domains.
of Hydra
. I . ; e, .
. ; cos_Thi Hydra 'EEE’E.ESIEEE.EEI
cind-of suppo E. oF Eua_ devices—This able-to-set-up-virtual-devices
mea S.EIEEE SH gE,Ea“. Ce-RaySnowHp
a5 E'EIEF de“. €€s F“ et .E.SEEEE YETy
dovica'e firnectinnalityy, AAanAandAina An S~k ol
deviee'sfunctionality—depending-onactual
user-needs-:
356 |Functional |Majer |suppertfer-beth-|By-defaultHydracempenentsshould- H-90%of all-cases;the-
a-pullandpush- |exchangemessages—accordingto-the- system-can-handle pushand-
puH-edelsheould-alsebeavailables
havi i / X L
. X i | _
esodree-usage |devieesa .d computatio arFeSeureesa d
coltaboratior GoRg E.EEgEEEE'ﬁ
nfiaration—in-arderto-ontimice caae-aof
configurationinorderto-optimiseusage-of
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ID |(Type Priority |Description Rationale Fit Criteria Middle SDK DDK IDE Application
ware
Availahla rAcAtir~nAc A A AV AR H-apph i
avaiablereseurces-and-overal-application
perfermanees
. .
esourees cOR pu_tabsn ah © ables-to-outperform-the- |co EHIEaE'IE €Ho .Es armong
:" tations-o st gle-syster @ d. to
arrace Aavicne Thic aaaraaatinn chanld ha
aeross-devices—Thisaggregation-shewld-be
mttiple-reseurees:
320 |Non- Minor Separate This is a standard architectural design 90% of the modules of the v
functional / domain-oriented [tactic to enhance modifiability architecture properly
maintainabili services and separate layers for domain
ty user interface services and interfaces.
services
architecturally
346 |Non- Minor UAAR: It should |Hydra should not prescribe that a system |A manufacturer or an v v
functional / be possible to should be completely open (and service- |application developer should
operational have closed based) in order to be part of a Hydra be able to design Hydra
subsystems application (e.g., Siemens may want components with proprietary
Siemens heating systems to not be usable |interfaces in 100% of all
(in parts) by Philips home control cases.
systems)
Table 8: WP3 - architecure
4.4.2 Middleware requirements for WP3 - Architecture Design Specification: middleware layer
ID |[Type Priority |Description Rationale Fit Criteria Middle | SDK DDK IDE Application
ware
25 |Functional Critical |[Overwriting Possibly dangerous outcomes of system |End-users can overwrite 90% v
system decisions |decisions must be over writable by end- |of the application decisions
users
161 |Functional Critical |Middleware must |A role concept can significantly simplify |A role concept implementation v
implement a role |the resolution process of contradicting is part of the middleware that
concept instructions. can resolve contradicting
instructions in 90% of all
cases.
185 [Non- Critical [Middleware In order to program AmI applications, Middleware provides a set of v
functional / provides basic the middleware must provide basic basic services that at least
operational services services. This makes life easier for contain basic functionality that
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ID |[Type Priority |Description Rationale Fit Criteria Middle | SDK DDK IDE Application
ware
application developers. Basic services is needed by all services, like
provide e.g. methods to query available |communication and a service /
devices and services or to pass device registry.
messages between components

189 |[Functional |Critical |Plug and play Devices should be accessible as soon as they |Plug and play mechanism for v v v
support for are discoverable and with the need for the inclusion of newly detected
adding devices developer to implement this functionality. This |devices is done by the

should be something like Plug'n'Play in middleware
operating systems.

194 |Functional |Critical |Conflict resolution|Information obtained from different The Hydra middleware is able v
mechanism sources can be conflicting or to proceed in its operation in

contradictory. In this situation a conflict [98% of all cases, where
resolution mechanism should determine |contradicting information or
on relevance, reliability, and risk related |conflicting commands are
to these sources. received.

207 |Functional Critical |Service selection |In order to select an appropriate service for a |In search requests for a v
by context specific task, contextual information, like the |specific service, contextual

spatial position, must be taken into account.  |information like a spatial
Hydra must provide a method to specify a position is allowed.
desired service by contextual parameters. For

example, if a certain room in a building is

specified in a search request for a service, only

services are returned that are relevant in the

current user's location and context.

215 |Functional Critical |Middleware only |The middleware should implement only |The middleware only handles v
handles the most basic service, i.e. the communication. All other
communication. |communication. All high level functionality is realised by

functionalities will be realized by external components.
additional services.

19 [Constraint / |Major |Support of low- |Hydra must support low-end devices like |Middleware is able to be v

scope of the end devices RFID tags. Therefore, Hydra must be installed and run on low-end
project compatible with at least 32-bit devices |32-bit devices with 512 KB
with < 512 KB RAM/FLASH or less. For |RAM/FLASH in 90% of all
smaller devices, Hydra provides proxies. |cases. Proxies can be created
to support more limited
devices in 40% of all cases.
a2 |F . ; . - ing. : -
el bata-tegging Is S.’SE:' 1 Ele_ aheca d delsu'gg g7 (Hydraproy elles a1oggthg
systeraetions—Alse—anAPHsS
avatable-that-enables-
| ) .
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ID |[Type Priority |Description Rationale Fit Criteria Middle | SDK DDK IDE Application
ware
32 |F onal . - -
tajor IEE:”EE ® EEEIIEI’EE Hydra—app E;EE Sﬁ othe I EES. vappiig-a-co .EE'SEE'QEEEF
mbBobnen + (ikiliced byvcom middlewae Al
cempenents component{utilised-by-seme-middleware |al-cases:
le(o))-wit . .
i 0
E.EE'EEEE' tes E.E =S EE_ cauecaow
s | onal . ; basi - - - -
tajor € ',EEIE'.E'ES ota-proviaea I’EEE'E'EESSSE Garatzes
- . de“'EESb.aS,Et ctionality-via T
unetionatity i . ] 90 .EE_ESI’E'E E.Eb =€
I“a7 exter d,eell; extra-functionality€a i i : .
150 |Functienal |Majer |Rules-enginenet |Arules-enginefor-definingthe behavieur | The middlewaredeesnet
engine-isto-complexto-berealised-nside
the-middleware:
2 |F onal . Midd - T - it
tajor " ”I.Elsbg EE.EEEEEEEE' ESEE, Cofthe )
: . |_ddena95|eE|aldaEFsy Ee_ ”IIEB. EIIE'EEaHE
- o . i |
GECISIONS EES.EE ORPOHEY st E.Eag e5€a e < teof EE”.E E.'E SAESS
Ea.'Ee the be-reset s'e AteAsive cof .EHE g and-peliey-strategies
E'EEE.SSESI. todutesp EI’ ethg EIFSI
180 |Non- Major Service mediating |[There should be a service which lists In 9 out of 10 cases devices v
functional / network different network connections depending [should be able to
performance connections on specified properties (connection automatically negotiate their
according to speed, encryption). Devices can then networking condition.
different qualities |negotiate such connections with remote
devices, without the need to take care
about the networking details
188 |Non- Major  |Conflict Certain combinations of multiple Service combinations that lead v
functional / prevention services' functionality can lead to to contradicting instructions
operational service contradicting instructions. A conflict are prohibited by a conflict
prevention component should exist, that |prevention service.
checks for agreeable combination of
services.
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ID |[Type Priority |Description Rationale Fit Criteria Middle | SDK DDK IDE Application
ware
216 |Functional Major |The middleware |Services should be organised in a Service orchestration is v
should have a cascade of services in order to allow an |possible in a hierarchical way.
graceful orchestration of services providing best |An automatic selection of the
degradation possible services down to basic services |best service is possible within
service automatically, according to their max. 500 msec.
availability
65%oeftheeases
258 |Functional Major |Automatic Hydra middleware should prevent the Support for automatic v v v
software updates |need to manually update software software updates
291 |Non- Major  |Quality of Service |The selection of appropriate services for |QoS-criteria can be used in v
functional / as search criteria |a given task requires the reflection of the selection of services in
usability for service QoS-related search criteria such as cost, [95% of all cases
selection performance, etc.
e avwn Adisanackis cbatn anA ranArE Arearc lFranAarE Failiirnc T AnAEabiAn T
its-ewn-diagneostic state-andrepert-errors repertfalluresinoperatienin
toanappropriate-component 98%efalt-cases:
293 |Non- Major Documentation of [To enhance the developers' productivity, |Documentation is available for v
functional / API and basic the API and the basic services provided |API and basic services.
maintainabili services by the middleware must be documented.
ty
204 |F onal M - I - Sorvi - A [ |2 - -
registry unified-a-deseription-of-theirfunctionality-|exists—Servicesannounce
IEI a-central-service €9 s}E; chients ¢ o EF‘E IE.E'I'E’. ahe EESE.'FEE
roaaickry o fimd om s ik A caprgien Far [frama Clinmbe ~mm iy bl
registry-to-findanapprepriate-servicefor |from—Clients—can-query-the
servieer
Table 9: WP3 - middleware layer
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4.4.3 Middleware requirements for WP3 - Architecture Design Specification: devices

ID |Type Priority|Description Rationale Fit Criteria Middle | SDK DDK IDE Application
ware
33 |Functional Critical |Enable The hydra SDK should provide the APIs are available to develop v
manufacturers to |[manufacturers with an API to develop devices that can be
develop devices |devices that can be connected to the connected to the hydra
and applications |hydra network. network
that can be
connected to
Hydra
151 |Functional Critical [Devices send This alleviates the problem of always 10 status changes at device v
events when their |having to poll for a device's status, when |level result in 10 events sent
status changes another device is interested in that status.
189 |Functional Critical |Plug and play Devices should be accessible as soon as they Plug and play mechanism for v
support for are discoverable and with the need for the inclusion of newly detected
adding devices developer to implement this functionality. This |devices is done by the
should be something like Plug'n'Play in middleware
operating systems.
247 |Functional Critical |Integrate non- For Hydra to be inclusive and able to 90% of Non-Hydra devices v v
Hydra devices provide value beyond what developers can be integrated in a Hydra
with an existing |has intentionally enabled, third parties environment
Hydra have to be able to integrate their devices.
environment
288 |Functional Critical [Query devices for |Enable developers to get information All Hydra enabled devices v
their functionality |about the offered functions of a certain can be queried for their
device in an ad-hoc manner supported functionality
146 |Functional Major |Report errors in  |Devices should be able to report errors The API provides at least one v
devices interface for reporting all
kinds of possible errors to
the middleware
204 |Non- Major |Devices have The devices should perform their own In nine out of ten cases a v v
functional / automatic error  |diagnostic test to provide their status request of the middleware
performance diagnostics upon request of the middleware in order |should result in a valid status
to save performance and increase
robustness and scalability
shewld-be- anad-hecmannera-deviceontelogymust | ean-be-integratedinanad
Habl . K ; | .
.EEEF'SE anow gFEe e;s_sl ange-basie
: ek al I et Midd! ;
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ID |(Type Priority|Description Rationale Fit Criteria Middle SDK DDK IDE Application
ware
153 |Funetional Mirer |Autematic- Manufacturers-deseribe-their-devicesina- |auserinterfacegeneraterfor
aanaration of neor|lanecial dAeocerintion Ianauasaowhich ~an ha a'l'l—d'e‘\f'lees—\ﬁ'l't‘h—st'aﬂd'a'Fd—
generation-efuser|special-deseriptionlanguage-which-canbe
Table 10: WP3 - devices
4.4.4 Middleware requirements for WP3 - Architecture Design Specification: device integration
ID |Type Priority|Description Rationale Fit Criteria Middle | SDK DDK IDE Application
ware
14 |Constraint / |Critical |Automatic In order to be able to ad-hoc enter a 90% of devices brought into a v v
assumption device discovery |device into an environment new environment should be
automatically discovered
160 |Functional |Critical |Search masks |When the developer needs a service he Search criteria can be v
for wants to be able to define search criteria |specified and are respected by
device/service |for discovery of services search services
discovery
288 |Functional Critical |Query devices |Enable developers to get information All Hydra enabled devices can v v
for their about the offered functions of a certain be queried for their supported
functionality device in an ad-hoc manner functionality
Table 11: WP3 - device integration
4.4.5 Middleware requirements for WP3 - Architecture Design Specification: communication
ID [Type Priority Description Rationale Fit Criteria Middle SDK DDK IDE Application
ware
155 |Non-functional |Critical |All Application developers need total Communication and v
/ communication |control over a Hydra system. coordination happens through
maintainability occurs through |Decentralized communication is centralized unit.
a central considered as not feasible.
communication
unit
158 |Functional Critical |There should be |When the developer creates a new A request for a specific service v
a hook-up- application/device he wants to have a |according to specific keywords
service broker that can supply him with all results in the provision of the
available services that match certain corresponding service in 8 out
criteria. of 10 cases
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ID [Type Priority Description Rationale Fit Criteria Middle SDK DDK IDE Application
ware
288 |Functional Critical |Query devices |Enable developers to get information |All Hydra enabled devices can v
for their about the offered functions of a certain |be queried for their supported
functionality device in an ad-hoc manner functionality
154 |Non-functional [Major |Physical details |Developer is only interested in getting |Developer can build up basic v
/ of messages to other devices and (very |communication links between
usability communication |often) not in how they get there two devices without having to
are invisible to know what the physical
the developer transport layer looks like.
182 |Non-functional |Major |Middleware The developer doesn't need to care about ~ |Middleware handles all v
/ realises how to communicate between devices. The communication without the
operational communication communication between the devices is need of the developer to
handled by the middleware implement communication code
197 |F onal . Servi i T - i - - .
a3e . S ; ¢ Every service-specifiests-QoS
o QS f parammeters
eeds i Ee I S i 2 i e i
bai d.“ .dE ceded Gua ty .) "" thout
of reeded QoS SPeEyRg El.e Eee catdetaiis—Fhe
parammeters i - .
aﬁﬁ'.sp.ﬁ' ate-petworking-matehing-the
291 |Non-functional |Major |Quality of The selection of appropriate services QoS-criteria can be used in the v
/ Service as for a given task requires the reflection |selection of services in 95% of
usability search criteria |of QoS-related search criteria such as |all cases
for service cost, performance, etc.
selection
Table 12: WP3 - communication
4.4.6 Middleware requirements for WP3 - Architecture Design Specification: configurability
ID |Type Priority|Description Rationale Fit Criteria Middle SDK DDK IDE Application
ware
25 [Functional |Critical |Overwriting Possibly dangerous outcomes of system |End-users can overwrite 90% of v
system decisions |decisions must be over writable by end- |the application decisions
users
247 |Functional |Critical |Integrate non- For Hydra to be inclusive and able to 90% of Non-Hydra devices can v v
Hydra devices provide value beyond what developers |be integrated in a Hydra
with an existing |has intentionally enabled, third parties |environment
Hydra have to be able to integrate their
environment devices.
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ID |Type Priority|Description Rationale Fit Criteria Middle SDK DDK IDE Application
ware
26 |Non- Major |Central In order to enhance the system's The configuration and v
functional / configuration usability, all Hydra components should |administration of a Hydra
usability be manageable over a single component. |system occurs via a central
component.
27 |Non- Major |Enable Users want to configure the system and |90% of the end-users are able v v v v v
functional / configuration for |perform changes to the application with |[to change the behaviour of their
usability end-users ease application
177 F onal . - - - .
e Byna € E’..E .ESEI cauithg-orresouree ”EIEI'EEIEE' is-able EE..E L
scheduling- EE. saEel_ € alsles_ oFapp sa_Ee Sto . -
eseureeusage tafiorthe EEE'E.E GyRaftcaty-s6-as EBu,e.Fslgamsu ce-ratdre
Eee;shaehhe_maz HfRperrormance o
icesi : 'ES.E“_EE(S} oF Substitdtior
184 |Non- Major |Configuration with(In order to configure the middleware, a [80% of all middleware v v v
functional / text files configuration file in text format, e.g. components are configurable
operational XML, should be used. This makes the with a text file.
developers' life easier, since such a
configuration allows for fast changes of
the behaviour of the middleware.
201 [Functional |Major |[Self configurable |Devices should be able to join (and Devices are able to join (and v v
devices leave) the network without any need for |leave) the network without any
manual management or configuration manual user action in 80% of all
handled by user. This feature requires cases.
the ability of devices to configure its
connection and communication
properties automatically.
216 |Functional |Major |The-middleware- |Services-sheuld-be-organised-ina- Service-erchestration-is-pessible
. . i ; . 500 _
Serviee atta.' a_E_saIIy according-to-the
226 |Functionat |Major |Deviceontology- |In-orderto-be-ableto-integratedevices- |In-90% ofalt-cases;devicesean
| | i ; - -
. af-ae-nec manhera-aevice o EEES’ Eeuteg.atee af-ad-hoe
. :SEEH.SEB Fs“ g to-exehange-basie Fafne
234 |Non- Major |The middleware |The developer should be enabled to Nine out of ten developer have v v v
functional / should be self understand all components and their a clear understanding of the
usability descriptive interplay of the system in order to take |Hydra middleware after one
full advantage of the Hydra Middleware |week of experience
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ID |Type Priority|Description Rationale Fit Criteria Middle SDK DDK IDE Application
ware
291 |Non- Major |Quality of Service |The selection of appropriate services for |QoS-criteria can be used in the v
functional / as search criteria |a given task requires the reflection of selection of services in 95% of
usability for service QoS-related search criteria such as cost, |all cases
selection performance, etc.
153 |Funetional |Miner |Autematie- Manufacturers-deseribe-theirdevicesina-|auserinrterface-generaterforall
. ¢ ; iotion | il i ;
erchestration- shared-betweenusers,inordertoallow |shared-betweenusers
erchestrationto-otherusers
Table 13: WP3 - configurability
4.4.7 Middleware requirements for WP3 - Architecture Design Specification: interfaces
ID (Type Priority|Description Rationale Fit Criteria Middle SDK DDK IDE Application
ware
25 |Functional |Critical |Overwriting Possibly dangerous outcomes of system |End-users can overwrite 90% of v
system decisions |decisions must be over writable by end- |the application decisions
users
152 |Functional |Critical |User must be able|Users dislike the idea of losing control User can overwrite system v v
to overwrite and want to have the means to change [automatisms in 90% of all cases
automatism system decisions
-4 |c . : . - -
ajof Ssupp_s to deleware s sud_supps E.”.de” used- |Star dal_els defined b? W3C-and
SE.a' dar sls, © SI ey eeplesen ptio on- OASISimplemented
153 |Funetional |Mirer |Autematie Manufacturers-deseribe-their-devicesira|auserinterfacegeneraterforal
Table 14: WP3 - interfaces
4.4.8 Middleware requirements for WP3 - Architecture Design Specification: service discovery
ID (Type Priority|Description Rationale Fit Criteria Middle SDK DDK IDE Application
ware
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ID |Type Priority|Description Rationale Fit Criteria Middle SDK DDK IDE Application
ware
206 |[Non- Blocker |Middleware supports |The developer needs to query the Services discovery during v
functional / service discovery available services during runtime runtime in the Middleware
operational results in at least 95%
available services
158 |Functional |Critical [There should be a When the developer creates a new A request for a specific service v
hook-up-service application/device he wants to have a according to specific keywords
broker that can supply him with all results in the provision of the
available services that match certain corresponding service in 8 out
criteria. of 10 cases
196 |Functional |Critical [Basic Service Registry |Services should register at a basic All services should be itemised v
service/module of the middleware in at the Basic service registry
order to provide a base for service
orchestration
198 |Functional |Critical |A service broker is Service discovery should be enhanced by [Requests according to specific v
responsible to provide |a service broker module/service as basic |keywords will be provided a
services according to [service of the middleware that enables |corresponding service in 8 out
specific keywords the search for services according to of 10 cases.
specific keywords
179 |Non- Major |Dynamic resource Resources (computational as well as Resources are able to v v
functional / handling devices) should be able to join or leave |join/leave the runtime
performance the environment whenever they choose. |middleware within less than 8
Could e-g. be enabled by short-lived sec.
transient services
197 |[Funetionat |Majer |Services-define-their- |The-services-define-theircommunication- |Every-service-speeifiesits-QeS
irtermsof needed-  |parameters{reeded-bandwidth;needed-
i e i i i
QeS-parameters EHEI'E.’ I} " E.IEEI'E:FISEEE'.’ g-the s f
i ;
to-f IE.ESE EI =app .E.E ate-networking
i il Hable inf . : ; -
.SEF'EE OF proviaing | . | ] E'E'EEIS ;EE'C EEFE about
technical-environment technieal
291 [Non- Major |Quality of Service as |The selection of appropriate services for |QoS-criteria can be used in v
functional / search criteria for a given task requires the reflection of the selection of services in
usability service selection QoS-related search criteria such as cost, |95% of all cases
performance, etc.
157 |Functional [Minor |Availability of A developer wants to easily access a High level services, consisting v v
combined services higher level service which is in fact a of at least two basic services,
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ID |Type Priority|Description Rationale Fit Criteria Middle SDK DDK IDE Application
ware
combination of multiple services can be handled automatically
by the middleware in five out
of ten cases
Table 15: WP3 - service discovery
4.4.9 Middleware requirements for WP3 - Architecture Design Specification: security
ID |Type Priority |Description Rationale Fit Criteria Middle SDK DDK IDE Application
ware
25 |Functional |Critical [Overwriting Possibly dangerous outcomes of system |End-users can overwrite 90% of v
system decisions |decisions must be over writable by end- |the application decisions
users
229 |Functional |Critical |[Services are The single service should be responsible |All security critical services v
responsible for for authentication request in order to trigger authentication requests
authentication ensure a robust and secure system
222 |F onal - - - . -
aje I‘Is € al ' alge ent S.a' let-resolution—referring-to-access _:ele aRagement-is
I it rightsshould-be-based-on-a-—role implemented
Table 16: WP3 - security
4.4.10 Middleware requirements for WP3 - Architecture Design Specification: context
ID (Type Priority |Description Rationale Fit Criteria Middle | SDK DDK IDE Application
ware
335 |Functional |Critical Location Hydra should enable developers to write |A component for acquiring v v
awareness / applications that depend on context, spatial context exists. At any
positioning especially spatial context. time, min. 75% of all devices
support attached to a Hydra system can
be spatially located. Also, there
is a programming model for
using spatial context.
379 |Functionat |Major Inteligent-data- |In-orderto-deriveinformationfrom- Pata—fusien-enreal-time-datais
time-data trecoming-dataneedsto-beperformed-ina|without-droppingreal-time-data
Table 17: WP3 - context
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4.4.11 Middleware requirements for WP3 - Architecture Design Specification: SDK

ID |Type Priority |Description Rationale Fit Criteria Middle | SDK DDK IDE |Application
ware
31 |Non- Critical An easy-to-use The programming framework provided by the|9 out of 10 developers v v v
functional / programming SDK should be easy to use in the sense that |recognise the IDE as
look and framework should |it is intuitive. intuitive.
feel be provided
33 |Functional |Critical Enable The hydra SDK should provide the APIs are available to develop v v
manufacturers to |manufacturers with an API to develop devices that can be
develop devices devices that can be connected to the hydra |connected to the hydra
and applications network. network
that can be
connected to Hydra
133 |Non- Critical Platform Using only one (meta) code base for an A unique code base can be v v v
functional / independent application to be deployed on several used at least on two
usability (meta) code base |platforms reduces development cost, time to |different platforms.
deployment, and makes maintenance easier
since the developer is not bothered by
writing platform specific code.
38 |Functional |Major Compiling & Just like any other popular IDE, the Hydra Compiling & debugging v
debugging feature |IDE must be able to compile and debug the |functionality is available in
code. the IDE.
41 |Functional |Major Hydra Developer's |Complete and comprehensible Complete documentation is v
Companion documentation is very important to the available. It is at least
hydra software developer. considered "very helpful" by
at least 8 out of 10
developers.
i I'g';EE' to-other IIEIEESII.EEE.SEEIEE'EEES’ .EggEEE ® .EIE.ESEEEE'ESEEE catio
0 i i O
EEE.E” S..I y IDE should-contain toolsfor two-different platforms
the E_E tfication o P atro raepe E‘E. ¢
EEEI. € BBFISISEFF‘F‘E thg E_F_e dentification-and
the-development-precess-more-easyand-
effeetives
147 |Functional |Major Simple interface for|There should be an unintelligent/simple user |A user interface for testing / v
exploring / testing |interface which allows one to explore / test |exploring the functionality of
devices the functionality of a device out of the box. |a device exists in the SDK.
This interface is not part of the device, but
can connect to all different kinds of devices.
187 [Non- Major standardized API  |All devices of a device class should have a  |A set of methods is v v
functional / for device classes [set of methods that will be supported by standardized for each device
maintainab each device. This makes it easier to class.
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ID |(Type Priority |Description Rationale Fit Criteria Middle SDK DDK IDE |Application
ware
ility implement functionality. To get a complete
list of supported methods of a device the
device should support querying it and
responding back. This query for a complete
list of methods is an example of one
standardized method.
arehiteetures
186 |Non- Minor GUI for configuring |To make the configuration of the parameters |A GUI exists for configuring v v v
functional / middleware of the middleware easier for the developer |the middleware
operational parameters
225 [Non- Minor Interactions and The developer should have a tool that helps |A service monitor that is v
functional / consequences of him understand the complex interactions of |able to show interactions
maintainab changes to services|services and the possible consequences of with other services is
ility on other services |changes on one middleware service to other |implemented
should be middleware services
highlighted
Table 18: WP3 - SDK
4.4.12 Middleware requirements for WP3 - Architecture Design Specification: IDE
ID (Type Priority|Description Rationale Fit Criteria Middle SDK DDK IDE |Application
ware
33 |Functional |Critical |Enable The hydra SDK should provide the APIs are available to develop v v v
manufacturers |manufacturers with an API to develop devices |devices that can be connected
to develop that can be connected to the hydra network. [to the hydra network
devices and
applications that
can be
connected to
Hydra
simulationtool |reality-likeconditions—IDEinrtegrated seftware |exist:
componentsshould-beavailables
30 F - ; . -
ajer  [Seeut E.7 he de_ae opet sl_eu d-be-able-te-choese € de_ue oper€a cace
Isdelln S EE. P eel.e # edl.see.ul _Eq:’ .sdu €s | e-wa Es. to-ase E'Ede e.el SO EI'.'a'e |.ss|u. es.
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ID |(Type Priority|Description Rationale Fit Criteria Middle SDK DDK IDE |Application
ware
and-deviees “Prag&brep—way-
34 |Non- Major |The IDE must |If the IDE is cluttered and complex, It will 80% of users should find that v
functional / be easy to use. |refrain the users from using Hydra Middleware [the IDE is easy to use
usability
38 [|Functional |Major |Compiling & Just like any other popular IDE, the Hydra IDE|Compiling & debugging v
debugging must be able to compile and debug the code. |functionality is available in the
feature IDE.
40 |Functional [Major |IDE must be The IDE must support multiple interfaces with |Developers can deploy their v
capable of different devices, so that the developer can application code on real
deploying not only test his code on the simulation tool |devices via the IDE.
software to real |but also deploy it on the actual devices
devices. through the IDE. This might require the IDE to
have device specific interfaces/ drivers.
31 |F - : Modet IDE I
ajof - Ee_i_e_lepl ent process-ean-be-speeded-up-by Is.
apte uititist grorma EE.ES(.SE“_EEH'.E as-wel-as
de“.EIEF‘ ent be aas,ua)_e i cations—Usingt e,e a
10aers E,EEI.'EEE.E' S ,EEEI.E be-ana ySee
St t.aEEd vistatised; validated-aga S.E
i A IDES iy
seftware-
moduales
36 |Non- Minor |Drag & Drop Drag & Drop functionality makes the User is able to drag & drop v
functional / components programming easy for the developer components into the project.
look and
feel
37 |Functional |Minor |Online Help / IDE must provide a help/ documentation so Users are able to open & view v
documentation [that the users can directly access the help help pages related to creating
with IDE pages to know more about the working of IDE |a new project and the
or about deploying IDE and its various corresponding steps from
features. within the IDE.
'ﬁ'FG“v‘i’d‘Q‘S‘H‘B‘BG‘Ft— nnnnnnn it v ara mmn delfor-his/herp 1 + | Architackiira far hic o
. appropriate-seftware-model-for-his/her project Architecture-for-his-new
for-Medel Briven |and-hencethe IDE-must provide supportfor- |prejeet:
; et F MV - ,
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ID |(Type Priority|Description Rationale Fit Criteria Middle SDK DDK IDE |Application
ware
'H'S'e'r—i'ﬁ‘te#a‘ee Heedtto-artamatica lhveaen + Hear interfacac analhilisine ictc
used-to—automatically generate userinterfaces |capabilities—exists
for-each-devieer
42 |Functional |[Trivial |Maintaininga |The IDE must maintain a History cache for the [The user is able to view the v
History previous projects. It will make it easier for the |history of his actions.
developer to access the project which he/she
was programming before and resume from
where he/she left.
43 |Functional |[Trivial |Undo / Redo Just in the case of any other popular IDE, The Hydra IDE provides undo v
Feature hydra IDE must also have Undo/redo / redo functions.
functionality so that the developer can go
back to the previous state in case of an error.
Table 19: WP3 - IDE
4.4.13 Middleware requirements for WP4 - Embedded AmI Architecture: architecture
ID |Type Priority |Description Rationale Fit Criteria Middle | SDK | DDK | IDE | Application
ware
; . . - ion, ;
ele:. ceever fdev ce-connig a.E.e SEnse :
patterns aetn_a_tls ) . elatio _Ea SPEEHEUSErS a' d _ea&;san de_el “'E W
s!pee 'E.SEEH'FE’ af d-sitaation-co EIE.HES.
0 0 i
orre a.sldelsl vare .(e g deﬁbeebs SF. o |us.ua;.
i . the-architecture should-be d’. aficin-the cof |_eete_e| A-Rew-ways-during
econfiguration |senset altles. ponents/sery €ess outd-be e EI. e yéra-based
Table 20: WP4 - architecture
4.4.14 Middleware requirements for WP4 - Embedded AmI Architecture: devices
ID |Type Priority |Description Rationale Fit Criteria Middle | SDK | DDK | IDE |Application
ware
312 |Non- Major UAAR: Support |The middleware should contain services that allow |[Said services available in v v
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ID |(Type Priority |Description Rationale Fit Criteria Middle | SDK | DDK IDE |Application
ware
functional / profiling of monitoring and reaction on what devices are doing. [Hydra
operational devices' This includes monitoring response time, device load
performance (e.g., CPU), and message interchanges per second
366 |Non- Major Web services Service-orientation is a good match for many Hydra supports web v
functional / should run on embedded devices. Web services will provide a services on embedded
performanc embedded gateway to many applications and it would be device (Initial target
e devices beneficial to be able to structure all of the should be Develco's
communication in a system using the same DevCom 02 ZigBee
primitives. module)
315 |Funetional |Frivial YAARDevices- |Givena-discovered-device/serviceit-may-be- Formatferuser
| by ) . . ¢ , _
A comp Ie}.f to-also-discovera use terfacefor such-=a .
. Sernce .g e approach-to-t 515 to-enable E.e. Supp.m.E s,' creating
tates aces aF a9 de.“ .e’e_s itgelf to-send-a Hser terface-deseriptio . E.Hbl's 197 d.
te=g *ME) S© that E. € _d ES;S.”E. e A a,’ .e .d, € ¢ .dlses;e ing-said
l Hd L q-”EFS-t 15 qu I 5”5‘:‘5?%)
Table 21: WP4 - devices
4.4.15 Middleware requirements for WP4 - Embedded AmI Architecture: device integration
ID (Type Priority|Description Rationale Fit Criteria Middle | SDK DDK IDE Application
ware
318 |Functional |Critical |[UAAR: Devices should [It should not be necessary, e.g., to |Devices can be installed, v v
be able to be added to [shut a building complex down to discovered, and used while the
the system at runtime |add a new device to a room :-) Hydra runtime is running
Table 22: WP4 - device integration
4.4.16 Middleware requirements for WP4 - Embedded AmI Architecture: communication
ID |Type Priority |Description Rationale Fit Criteria Middle | SDK | DDK | IDE | Application
ware
Iae_ N EEIEEEE,ed b.yﬁ. essential-to eate_l auits/partial-fa bres la.e ore- |fthrougt .
; A they become andres7-cof plete.a. Hres I; ere- \compone tsfses :ie.es) ©
.' eedstle be-uniforn E’I ow E.S s-done;-thus-se .dg. ga dFeeeul_g ai
Table 23: WP4 - communication
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4.4.17 Middleware requirements for WP4 - Embedded AmI Architecture: configurability

ID |Type Priority|Description Rationale Fit Criteria Middle | SDK DDK IDE Application
ware
334 |Functionat |Majer |HUAR:TFheresheuld-be|A-nrumberef-useseenarioseals |Fhemiddlewaresupperts-defining-
Sepport o de:.e Opg Is' t ,e ab E.’ Eslb hga de”. ce au.Es configuratio P Eﬁ.e E.es.a d
aute <o |g_u|at o6 : - usthg Eﬁl_ese _aE oAt e ss-hot
Table 24: WP4 - configurability
4.4.18 Middleware requirements for WP4 - Embedded AmI Architecture: interfaces
ID (Type Priority|Description |Rationale Fit Criteria Middle SDK DDK IDE Application
ware
193 |Functional |[Major |Support for |Natural user-system interactions as ambient User-system v v
natural interfaces, multimodal interaction, innovative interactions wouldn’t
interaction |interaction styles and concepts should be supported in |require traditional
order to hide invasion into user environment and explicit input from user
minimise user's perception of hydra based applications.|(e.g. keyboard, mouse)
Proactive interfaces, which use interactions based on |in 10% of all cases of
perception of user's behaviour and observations of interactions.
situational context should be supported.
Table 25: WP4 - interfaces
4.4.19 Middleware requirements for WP4 - Embedded AmI Architecture: context
ID |[Type Priority|Description |Rationale Fit Criteria Middle SDK DDK IDE Application
ware
. : ; ions, . : - ons.
- ion : . e
move ,e' t.pza_EEe S _Ee Fat © _eg_g st_e ggspee 'IEI
i i i 0
S Euat_al sa d eaF ted-act e' s—hecessaryfo
191 |Functional [Major |Intelligent Incorporating a wide range of location sensing Always select location v v
location techniques to obtain location information from determination
determination |different providers enables a reasoning engine to mechanism with the
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ID |[Type Priority|Description |Rationale Fit Criteria Middle SDK DDK IDE Application
ware
determine location with a certain probability. highest accuracy.
) ) . ities.
edeling tates elatlls S afmonRg€o texter E'E'e.s to-ensure Fepreser teﬁd asa
come s,' uha b. guous-represe EaEs. ofthese .
representation-of context,and-torepresent-eurrent
context-suppertsreaseningabeutcontext:
Table 26: WP4 - context
4.4.20 Middleware requirements for WP5 - Wireless Networks and Devices: architecture
ID |Type Priority| Description |Rationale Fit Criteria Middle SDK DDK IDE Application
ware
256 |F onal . - —
aof eertopee elie SI. outd-exist t € POSS bitityto snare- yara SHEEE'E.S E.EEI.ES
Table 27: WP5 - architecture
4.4.21 Middleware requirements for WP5 - Wireless Networks and Devices: middleware layer
ID |[Type Priority|Description [Rationale Fit Criteria Middle SDK DDK IDE Application
ware
261 |F - Mo Bri Bevi € liff I - 0% of t . -
different- suppeorted-ean-
technologies communicate
272 |F - ; Sroall - - - 00% of t -
ajof ; he S7SEE. prov Idels @ Fee aftSH ,Ee tegrate X :
284 |F - M | | i 0% of - -
components |integrated:—thusthe system-shouldalewforthe |aresupported
suppert-of-legacyprotocolsimplemented-by-
i | ] il
Table 28: WP5 - middleware layer
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4.4.22 Middleware requirements for WP5 - Wireless Networks and Devices: devices

ID |Type Priority |Description |Rationale Fit Criteria Middle SDK DDK IDE |Application
ware
371 |Functional Critical Devices Devices have different capabilities in terms of |90% of non-Hydra devices v
classes memory storage or power consumption or are integrated into network
hierarchy processing, some of them can route data, architecture
others can be discovered. Thus, devices with
more capabilities (Hydra-enabled devices) have
to help those with major constraints to be
integrated into the system and be accessible
from middleware layer, by creating a hierarchy
of devices belonging to different classes.
260 IF - . Devi - AT — . 0% of -
a0 . . few elenee.s Wi |E|aE.e d et .Eeg a.E © ko A .
Registration |the syster hese de.“ cesw d_e ey . egistered-into-the-syste
E cmseves dp eu.de“ s. ation-aboutthe
279 [Non- Minor Quality of The system must work with acceptable power |The Hydra system reduces v v
functional / Service - consumption. Hydra system is able to minimise |in 10% the total power
performance Power the amount of power needed to perform the consumption wasted in
consumption |[communication between devices by the use of |communication between
algorithms or information caches. devices in the system in
comparison with other
non-Hydra systems
Table 29: WP5 - devices
4.4.23 Middleware requirements for WP5 - Wireless Networks and Devices: device integration
ID |[Type Priority |Description [Rationale Fit Criteria Middle | SDK DDK IDE | Application
ware
them-inte-the system-
267 |F - - Fai - - — 0% of ¢! -
a3e i e-syster " be seFall AtRg-the de.’ €es il I
communication-fallures-in-erderto-takethe|selved
system— be-added-to-thesystem
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ID |[Type Priority |Description [Rationale Fit Criteria Middle | SDK DDK IDE | Application
ware
rermove-them-from-the-system-
Table 30: WP5 - device integration
4.4.24 Middleware requirements for WP5 - Wireless Networks and Devices: networking
ID |(Type Priority |Description Rationale Fit Criteria Middle SDK DDK IDE | Application
ware
371 |Functional Critical Devices classes |Devices have different capabilities in terms [90% of non-Hydra devices v
hierarchy of memory storage or power consumption or|are integrated into network
processing, some of them can route data, architecture
others can be discovered. Thus, devices with
more capabilities (Hydra-enabled devices)
have to help those with major constraints to
be integrated into the system and be
accessible from middleware layer, by
creating a hierarchy of devices belonging to
different classes.
inra-central- -
element
276 |Funetionat  |Major New- New-cemmunication-technetogies-have-te-be|80%of new-technologies-
o ; i
- casty added. to-thesyste 9 ¢ a“.’d a are-supported
technologies S auld_ provide-means-to-facilitate-this
349 |Funetional Majer suppertfor- = = 99%ef the timesanede-
= ime” timeservice-hastopresentto-suppert-data- |sheuld-beabletogeta-
. -
Fange to E. e-gateway u_sE_lae ala_ eto eu_te. Hsthg the-wake time-of the
its-data-via-othernodes t5-Reighbourfist: |Reig bsu,' Rodes E.e oute
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ID |(Type Priority |Description Rationale Fit Criteria Middle SDK DDK IDE | Application
ware
the-pewer-consumptien-of-
max2%
353 |F - - . - . 9% of -
a0 ) fﬁ teep-and bsu_g wei-know protocol-witH E.IE Elle_ i
. i !
and Iaaezlagsl € bout-ipvé-or thv4 SFa
cubnatr e icinAa Thu4g ald ho the vwav bk i
subret-se—using HPv4—could-be-the-way butit
a0 aming-service | Naf ga d eeaEe_ geesma d afd—we- \Less-thani b. afiig
'F.EEE G Stmpie-haming-service to-be-able-te- |elas EE_EE SHa-Hydra
breadeast- rermatn-stertanrti-ownerautherizesthemte-|broadeast-te-the-nretwerk-
doermant:
381 |Non- Major Secure Hydra communication protocols should be 90% of the critical links v
functional / Communications [secure enough in order to support privacy are secure
and protection of data
382 |Non- Major Protected In some cases it may be essential that the |90% of critical v
functional / Communications [communication is hidden as otherwise communication is
personal privacy may be in danger protected
383 |Non- Major Communication |Data received must be the same than data |90% of data v v
functional / Integrity sent communication support an
integrity control
mechanism
meaning that ifene edegeks's et ustbemaaeedb;_
should-be-replaced-searmiessly another EEEE.EE.FE’EE
; _within Ssee.
Table 31: WP5 - networking
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4.4.25 Middleware requirements for WP5 - Wireless Networks and Devices: communication

ID |Type Priority |Description Rationale Fit Criteria Middle | SDK DDK IDE | Application
ware
371 |Functional Critical Devices classes |Devices have different capabilities in terms [90% of non-Hydra devices are v
hierarchy of memory storage or power consumption or|integrated into network
processing, some of them can route data, architecture
others can be discovered. Thus, devices with
more capabilities (Hydra-enabled devices)
have to help those with major constraints to
be integrated into the system and be
accessible from middleware layer, by
creating a hierarchy of devices belonging to
different classes.
heati . I i I
integrationof MANETs- Aetworks
263 IF - - - -
a0 .E*FEI ahge Differe E.de“ ee-types-€o EEEEd.EEE the I. & gggﬂ. of the Iessage_s are
264 |F - Mo - I - - . ’ - . :
. . i . .
preteeet format-wiltakeintoaeccountte-bemachine- |message protoeol
| . ovi
mandfacturers;, amongotherissues
265 |Functional Major Remote access |While the tenants are on the move, they are [90% of the tenants can access v
interested to access the system's services |the system remotely.
with their mobile phones or their office PCs.
275 |Functional Major Direct Devices of the same technology can directly |90% of the devices with same v
communication [communicate and exchange information and |technology can directly
between same |orders without the necessity of bridges. communicate
technology
278 |Non- Major Quality of The system has to consider that some 90% of the devices not v
functional / Service - wireless devices works in the same interfere seriously with others
operational Interference frequency and could have interferences
between between them.
technologies
280 |Non- Major Quality of The system must have sufficient bandwidth [Hydra systems must have v
functional / Service - to support the communication between sufficient network bandwidth
performance Bandwidth devices to support QoS.
network
lecations
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ID |(Type Priority |Description Rationale Fit Criteria Middle SDK DDK IDE | Application
ware
0oS inf i ‘ i
Bandwidth-
Network
368 |F - Mo B EFfortf I " . - I B ort QoS
i 0 0
Eass it to-deliver-every package sent by-Hydra
Netweork
{residentiah)- red,—wi - e; bridging-between-different-
. v I | g i o
aE eaSE aE i i i 0
- | bl ©Poss ble-to-build a'. d! cuse-dey e.els that- |protecols
{orieh ac addinAa idantibtv/caciiribygy A Fha Aobo
{such-as-addingidentity/security-to-the data
frem—a-simple,embedded-device-that dees-
not-suppertthat)
- N - hi . ¢ . | |
n e le chotrdd-| exenect when-doina—a—cerksin—commqn H Finn
pretoceols-sheuld-|expect-when-deinga-certaincommunication-
S Hpport QoS sist ue "."'EI A E'IS.EFB.EIS S-{sueh-as AN e}
pretecels and-betweenpretecels{suchaswhen-
communicating from-a-Wif € ala.ed deviee
toaB HEEIBB. d ef' abled-gevice-usinga
381 |Non- Major Secure Hydra communication protocols should be 90% of the critical links are v
functional / Communications [secure enough in order to support privacy |secure
and protection of data
382 |Non- Major Protected In some cases it may be essential that the |90% of critical communication v
functional / Communications |[communication is hidden as otherwise is protected
personal privacy may be in danger
383 |Non- Major Communication |Data received must be the same than data [90% of data communication v v
functional / Integrity sent support an integrity control
mechanism
Table 32: WP5 - communication
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4.4.26 Middleware requirements for WP5 - Wireless Networks and Devices: interfaces

ID |Type Priority |Description |Rationale Fit Criteria Middle | SDK DDK IDE | Application
ware

266 |Funct ; , X .. — 50% of X
ik Beviee public|Fact de=| ce-witioffe fub ¢ interfacesto-be . . i

Table 33: WP5 - interfaces

4.4.27 Middleware requirements for WP5 - Wireless Networks and Devices: service discovery

ID |Type Priority |Description Rationale Fit Criteria Middle | SDK DDK IDE | Application
ware

336 |F . Mo UAAR- DI I - : . " . - . .

Table 34: WP5 - service discovery

4.4.28 Middleware requirements for WP5 - Wireless Networks and Devices: context

ID |Type Priority |Description |Rationale Fit Criteria Middle | SDK DDK IDE | Application
ware
283 |Functional |Minor Location The Hydra system should support 75% of devices are geo- v
services functionalities allowing to detect the located by the system
position of people and assets

Table 35: WP5 - context

4.4.29 Middleware requirements for WP5 - Wireless Networks and Devices: security

ID |(Type Priority |Description Rationale Fit Criteria Middle | SDK | DDK | IDE | Application
ware
381 [Non- Major Secure Hydra communication protocols should be |90% of the critical links v
functional / Communications|secure enough in order to support privacy |are secure
and protection of data
382 |Non- Major Protected In some cases it may be essential that the |90% of critical v
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ID |Type Priority |(Description Rationale Fit Criteria Middle | SDK | DDK | IDE | Application
ware
functional / Communications|communication is hidden as otherwise communication is
personal privacy may be in danger protected
383 |Non- Major Communication |Data received must be the same than data |90% of data v v
functional / Integrity sent communication support
an integrity control
mechanism
Table 36: WP5 - security

4.4.30 Middleware requirements for WP6 - SOA and MDA Middleware: architecture

ID |Type Priority |Description |Rationale Fit Criteria Middle| SDK DDK IDE |Application

ware

117 |Funetional |Major Hydra- Inorder-to-suppertand-ease-the management | Al Hydra-compenentsean-

F_ I i , I - bei " | |
and-mapped-to-a-correspondingHydra- entelogy
middlewareseftware-compenent-ontelogy—

support- frameweorksrepresentingcoreconceptsand- |modellingframeworks—
Fhesecould-inthemost-basie ferm-be-
represented-by- UMEPrefiles—or-domain-
entolegies—

123 |Non- Major Support The middleware should be dynamically Deployed middleware v
functional / updates at updatable at run-time due to critical systems |should execute 70% of the
usability run-time updates (security updates, component dynamic updates without

upgrades, etc.). failure and restart

210 IF . - i : - -

aje | IE.' ust-be Poss ble-to-build-systems-wit S'HFEF portsat e_ast two
differe Ea. € EEE.EH es—sue a.s i
SH.F':EB'E S . : styles
X Bey ee{n tratization-can-pertain to .
styles
Table 37: WP6 - architecture
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4.4.31 Middleware requirements for WP6 - SOA and MDA Middleware: middleware layer

ID (Type Priority [Description Rationale Fit Criteria Middle| SDK DDK IDE |Application
ware
93 = - . - - -
930 ‘EEE’EH.E e-Hydra-system-should-maintain-a-re 'SEE."I.'SEE aeve N
event-logging playable-eventog orat-eve Es_ and Ea_s S Iegg_l Igl S aFtEB'IaE caly
Feieva EE'E.SEE_E capplicationa E.’ tsset bt .
of related d. eviees it S euﬁd be_ Pess ble-te apphication-is-deployed
detecting-deadiocksbetween-deviecesfor- 10-eases
instance-two-devicesthatare-waitingfereach
etherto-takeanaction:
o7 F - . . el T et . - —_
930 Hivel ices e £ 10
) )
ethersstatebackand-forth-
€ases-
biseovery-of- idaiteware-to-discover-avaitable-services-that|autematically-discovered:
Corvi 6 toria.
device-that-enters-the-network discovered
- N | . A I I A
114  |Functional  |Majer Semantie- Middlewareshewld-beable-teattach-semantic | 7of 10-deviecesare
services
115 |Non- Major Decomposable Middleware must consist of decomposable It is possible to deploy v v v
functional / middleware components to allow different deployments |middleware on at least 3
operational depending on available performance different platforms.
restrictions.
117 |Funetienat |Majer Hydra- In-erderto-suppertand-easethe- AH-Hydra-ecompenentsean
‘ v dd : be i i | |
Version 3.0 Page 49 of 80 05.11.2007




HYDRA Validation Plan for prototypes
ID (Type Priority |Description Rationale Fit Criteria Middle| SDK DDK IDE |Application
ware
deseribed-and-mapped-to-a-—corresponding- entelogy
Hydra-middleware-seftware-compenent
eﬁ‘te‘l'eg'y.—
118 |[Non- Major Considering The device should be able to collect data Interaction devices receive v v
functional / interaction about the environment regarding other hydra |information that is tailored
operational device devices in its proximity. Additionally, the to its capabilities
capabilities system should be able to use this knowledge
in adapting information sent to the
interaction devices.
120 |Functionat |Majer Muttiple-Beviee- |Hshould-be-pessible-to-have-severat-different | Atdeast2-different
views/ virtuatisatior sora de.‘ ce-depending ;
122 |Non- Major Configurable and |The middleware should be configurable and [The average installation v v v v
functional / easy to install easy to install/deploy. time is less than 1 hour.
usability middleware
125 |Non- Major Transactional It should be possible to rollback and recover |Rollback works in 7 out of v v v v
functional / updates from an unsuccessful update. 10 scenarios.
usability
127 |Functional Major Spatial In order to be able to deal with the location |The system can refer to in v
information of devices and other actors Hydra needs to 90% of all cases "where"
management manage spatial information. something is with an
accuracy of 80%.
Semantic Web- |web-standardsinelading-OWE-SWSMO,anrd-|and-WSMO
Standardsfor-  |selectedpartsof WS-*
Beviee-
Communication
styles datafkrewledge—control—computation
Table 38: WP6 - middleware layer
Version 3.0 Page 50 of 80 05.11.2007




HYDRA

Validation Plan for prototypes

4.4.32 Middleware requirements for WP6 - SOA and MDA Middleware: devices

ID |Type Priority |Description |Rationale Fit Criteria Middle| SDK DDK IDE |Application
ware
ot F onal . i - - -
a3e ' ’.I ;dla I For mar alge ent;seare aldds.es:ey ARy dEuEE.BSS.SEa.EEd to-a
purpeses;a I ’.d.'a enabled .de° ces—sheuld-be . yara app catien-is-aiso
. dESE.I bed (EI ass. ied)-according-to-the Hydra- i EH.dEd the i ye a
retrieved—
218 |Functional Major Support Interaction devices provide users with Interaction devices v
interaction different forms of output (display) capabilities. [(displays) are included in
devices This could include simple displays, tablets or |the Hydra device ontology
more advanced units. and can be mapped to the
end-user interface of an
application.
325 |F onal i AAR: Devi - . - :
aggregation-  |influenced-bynearby{wireless)ydevicessuch- |separationof-
. as-ind €-€ase-orafapa trent .I S Es_neud deviees/services
sepa ation-of- |be-possible to-viewa .SEE OFSery ees;de.: ces
- aﬁs ah-aggregate EF at SSepa at_ed and-solated
Table 39: WP6 - devices
4.4.33 Middleware requirements for WP6 - SOA and MDA Middleware: device integration
ID | Type Priority | Description Rationale Fit Criteria Middle | SDK DDK IDE Application
ware
oF = onal - . - - -
a3e ' ’.I’dla I For alalge ent;seare aldds.es:ey nl;deueeas.see. aEe.dEe
pu aases_l @ IE ’d'a.ge.' a}b ed de“. cesshoutd al ’d. a-app e_atlsl S
beretrieved—
and-deviee—<lasses framewerk-efa-deviee-
entelogy-
10 | F onal Mo Devi i : - : - ~ of 10 -
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ID | Type Priority | Description Rationale Fit Criteria Middle | SDK DDK IDE Application
ware
Categorisatio be a_la eto elabege_ Fes a d.e“ e'e based-on correctly e_ateg's sed
118 | Non- Major Considering The device should be able to collect data Interaction devices v
functional / interaction about the environment regarding other receive information that
operational device hydra devices in its proximity. Additionally, | is tailored to its
capabilities the system should be able to use this capabilities
knowledge in adapting information sent to
the interaction devices.
218 | Functional Major Support Interaction devices provide users with Interaction devices v
interaction different forms of output (display) (displays) are included
devices capabilities. This could include simple in the Hydra device
displays, tablets or more advanced units. ontology and can be
mapped to the end-user
interface of an
application.
350 | F onal Mo Devi g - T -
- . i . . ' i . : . . -
versioning versions-of-any-single-
deviee-
Table 40: WP6 - device integration
4.4.34 Middleware requirements for WP6 - SOA and MDA Middleware: configurability
ID |[Type Priority |Description |Rationale Fit Criteria Middle| SDK DDK IDE |Application
ware
eventiogging |playable-event o9& aH eve E_s and Ea_s S Isgg_l Igl s aFuEal atieally
clevant e.as.pee cappicatio @ ditsseto bt .
clated de“. ces—Its o d-be PosS la_e to apphication-is-deployed
parame terize the-logging of eEe. Aty
123 |Non- Major Support The middleware should be dynamically Deployed middleware v
functional / updates at updatable at run-time due to critical systems [should execute 70% of the
usability run-time updates (security updates, component dynamic updates without
upgrades, etc.). failure and restart
Table 41: WP6 - configurability
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4.4.35 Middleware requirements for WP6 - SOA and MDA Middleware: interfaces

ID |Type Priority |Description |Rationale Fit Criteria Middle| SDK DDK IDE |Application
ware
218 |Functional Major Support Interaction devices provide users with Interaction devices v
interaction different forms of output (display) capabilities. [(displays) are included in
devices This could include simple displays, tablets or |the Hydra device ontology
more advanced units. and can be mapped to the
end-user interface of an
application.
Table 42: WP6 - interfaces
4.4.36 Middleware requirements for WP6 - SOA and MDA Middleware: service discovery
ID |[Type Priority |Description |Rationale Fit Criteria Middle| SDK DDK IDE |Application
ware
118 |Non- Major Considering  |The device should be able to collect data Interaction devices receive v
functional / interaction about the environment regarding other hydra |information that is tailored
operational device devices in its proximity. Additionally, the to its capabilities
capabilities system should be able to use this knowledge
in adapting information sent to the interaction
devices.
Table 43: WP6 - service discovery
4.4.37 Middleware requirements for WP6 - SOA and MDA Middleware: context
ID |Type Priority |Description |Rationale Fit Criteria Middle | SDK DDK IDE |Application
ware
118 |Non- Major Considering [The device should be able to collect data about |Interaction devices v
functional / interaction the environment regarding other hydra devices |receive information that
operational device in its proximity. Additionally, the system should |is tailored to its
capabilities |be able to use this knowledge in adapting capabilities
information sent to the interaction devices.
support- representing-core-concepts-and-functionsof- modelingframeweorks—
Speette a.EﬁhEBE of-domains-Fhese-could-n-the
n BSF.E laa,s o b. ereprese Ee.d by ML
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ID |[Type Priority |Description [Rationale Fit Criteria Middle| SDK DDK IDE |Application
ware
127 |Functional Major Spatial In order to be able to deal with the location of |The system can refer to v
information |devices and other actors Hydra needs to in 90% of all cases
management |manage spatial information. "where" something is
with an accuracy of 80%.
Table 44: WP6 - context
4.4.38 Middleware requirements for WP6 - SOA and MDA Middleware: IDE
ID |Type Priority [Description |Rationale Fit Criteria Middle| SDK DDK IDE |Application
ware
93 F . - - - -
aje Re-playab € he-Hydra-system-should-maintain-a—re 'SEB." I_|sEa d cve t
eventiogging |playable-event og-oran-eve E.sa d Ea.s S Isgg.I Iglls aﬁutm aticatly
clevant e_as'pee cappicatio a d-tsseto et .
clated de". eesl s o d Fbe Poss b.e o application-is-deployed
o4 F . - Simutati - . - . Si . - -
aje . ugses_as_ wiation-e “: BF EE.S |pa_tat Habl
the-eventlogin-orderto-examineunwanted-
system-behavieur:
of E.s o9y exte d.de‘ €€ s.Ee °9 eﬁs e.IEE S Ieau. ed- & S manua Ed; g0
etasses of-a-device-entology-
103 |Functional |Major |Autematic- Fhe-IbEshould-facititate-the-constructionofa- |7-of H0-device-deseriptions
d.EE.EE ontology .SI outd-be-fac Eate.el throg can-be suceessfutly
ontology . d g2 d-parsing-product or deviee processed
dESE.I E.E:FSII 5-to-annotate-andp sduele © .E; o9y
117 |Functional |Majer Hydra- Ir-erderto-suppert-and-ease-themanagement |AHlHydra-componentsean-
and-mapped-to-a-—correspondingHydra- entelogy
middlewareseftware-compenent-ontelegy—
support- frameweorksrepresenting-core-conceptsand- modelingframeweorks—
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ID |[Type Priority |[Description |Rationale Fit Criteria Middle| SDK DDK IDE |Application
ware
o EE'E. S orspecHcapp cation-domains-Fhese
Eﬁul dF FE'I e,' est-bas €6 lae_ ea. esented-by
entology- handle-thatin7-of 10-
upeates €asess
127 |Functional Major Spatial In order to be able to deal with the location of |The system can refer to in v
information devices and other actors Hydra needs to 90% of all cases "where"
management |manage spatial information. something is with an
accuracy of 80%.
styles computation
Table 45: WP6 - IDE
4.4.39 Middleware requirements for WP7 - Trust, Privacy and Security: architecture
ID |[Type Priority |Description |Rationale Fit Criteria Middle | SDK DDK IDE |Application
ware
347 |Constraint / |Critical Authentication |A Hydra enabled device cannot be Virtualisation of devices is v
requirement and assumed to know another device simply important to protect devices from
constraint authorisation |through hardware identification but needs |attacks and balance stakeholders'
must be to know WHAT security properties and security risks and ensure damage
resolved related credentials this other new and control. Therefore, both devices
semantically |unknown device adhere to. Hydra has to |and users can operate with virtual
be able to resolve dynamic and identities. Two devices with
unpredicted connections. respective end-users CAN connect
based on semantic security
description according to the
security meta-model.
5o F onal - - - - - - - -
a3e YF-identity Iyd.a.ldele”a el as Eeﬁf".de AN IdEEE’. anagement mechanisms
: alageletlede EsesueEaE.
provided systems eatullg I.’da. oftyaut B.SEd.
ﬁesslb e-
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ID |[Type Priority |Description |Rationale Fit Criteria Middle | SDK DDK IDE |Application
ware
55 F - . - T ) - - - -
a3e I'I teg 'EI’ - _ Hydra .'dd Sware prov des specifie
- :F”II.EE.I erthe _data Was-maftpt aEEe_d_s .'BE € E”EE:S. echa smsa d
253 |Functional |Majer Hydra-haste- |Inordertobuildtrust&sSeeurity; Hydra- |A-HydraEnd-Userhasatleasttwo-
] Hinkable i o ithim th
be-oper o . |dd|le”a|e has-to-be ope .Es I,a - .
I . d|e EEE’ afageme _Ea ciples;of which- |same-syster
i 4
€0 ﬁle;.e HSErpro eﬁs as EFS. tu _ Hydra
must-beable- |co-operatethrough-otherprotocolsand- the-semantic-deseription-of seeurity
. . ) i . .
to sema Eea_ ¥|Seed 'E’. CERAHSMS they ave to-be-able cquireme ts-and provides
de e-seed ty-|to de;en be-t € Ahere ES.EEH. ty . : i T
equirements | requirer e. Es_ Aa-sema EE. teroperable- \requirements-into .de° e'e SPeetie
anguage Heis .SEe oug Jast E.s used protocols-automatica Y Onthe
s’ E;E:FE te E'SE?EB SSeed ty aslt s::FeIaes .BEI erhand-Hydra-provides nAeans
" : bl | .s'd. er-to afatyse G.E. SSEEEE.'E ¥)
< TStV e le Hyudrs can Ant +
seeurity protocols—Hydra-can-deteet
Table 46: WP7 - architecture
4.4.40 Middleware requirements for WP7 - Trust, Privacy and Security: middleware layer
ID |Type Priority|Description Rationale Fit Criteria Middle| SDK DDK IDE |Application
ware
multiateral- support-multilateral-communication-|suppertsmechanisms{e-g—asphug
communication-  |velving-several-seedrity protocels: |irextension)to-suppertmultiateral
seeurity-protocols: and-future securityproetecols:
Table 47: WP7 — middleware layer
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4.4.41 Middleware requirements for WP7 - Trust, Privacy and Security: devices

ID |[Type Priority|Description |Rationale Fit Criteria Middle| SDK DDK IDE |Application
ware
357 |Constraint / |Critical |[Hydra must In strong security implementation, Device authentication is v
requirement support device |virtualisation and context isolation depend on |supported without device
constraint authentication |isolation. As such Hydra has to be able to identification.
based on support devices that authenticate indirectly
context and through recognition of pre-shared keys or
semantics using credentials (such as Direct Anonymous
Attestation plus additional credentials)
instead of through assumed identification of
the physical device (such as MAC). The
Security & Communication meta-model must
not assume mandatory identification.
297 |Functional |Major |Secure data |In order to protect personal data it should be [Hydra provides certain v
erasing on possible to securely erase data from Hydra configuration mechanisms
Hydra enabled |devices even after they have been to easily erase personal
devices disconnected - intended and non-intended. data right on the device
and - on end-user demand
- even remotely.
Table 48: WP7 - devices
4.4.42 Middleware requirements for WP7 - Trust, Privacy and Security: device integration
ID |Type Priority| Description |Rationale Fit Criteria Middle| SDK DDK IDE |Application
ware
166 IF - . T I - - ‘ - : - - —
i | . i ¢ Functional-co EESS tor-o
should-be-cemposed-entyfrom- eases-theresponsefrom—an-
Table 49: WP7 - device integration
4.4.43 Middleware requirements for WP7 - Trust, Privacy and Security: networking
ID (Type Priority|Description Rationale Fit Criteria Middle | SDK DDK IDE |Application
ware
55 |f - . - T - I - - -
ajer  |Integ E.’ shouid hett ; _ ’d'.aﬁ.' ddle“a.le provides
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ID (Type Priority|Description Rationale Fit Criteria Middle | SDK DDK IDE |Application
ware
Fhis-is—especiallynecessary-ineBilling: mechanisms—an c-protecels-in
- mechanismsandpretecolsin
standards—
modelshould- |ene—case;thesecurity-model/system suppertsatieast-one-
Suppert- should-suppertrevecable keys: revocable key—scheme:
reveocablekeys
existingretwork [fevel-of that netwerk—DBependingen-the enabling-devicesto-
302 |Functional |Frivial |Seeurity- Sinee-IPv6-is-going-to-be-the-futurerouting| The-Seeurity Medel-supperts
) . A 4
Stpport-for1Pvé | protocol E.I < SEEFH y ISde. HISFE aa.ss SIFEEHE'IE commication-tsing
Table 50: WP7 - networking
4.4.44 Middleware requirements for WP7 - Trust, Privacy and Security: communication
ID |Type Priority|Description |Rationale Fit Criteria Middle| SDK DDK IDE |Application
ware
several between-today sand-future-
pretecels:
49 |Functionat|Mai - Foreritical cation n : Mechani :
a be-ensured- provided—Especially Hydra-
partrerhasto- suppert-authentication
be-ensured mechanisms:
5t |Funetionat|Major  |Private- Any-private-communication-must-not-be-monitered | Hydra-middleware-haste-
""""" ication|by-anyunautherised-third party—One-conseguence-|provideparticularmechanisms
comrmunication| by anywnautherised-third party—Oneconsequence
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ID |(Type Priority|Description |Rationale Fit Criteria Middle| SDK DDK IDE |Application
ware
reasenings
55 |F - Ma I - T - I -
shettd-be- a-was-manipulated-or-not—Thisis-especially-|specific-eneryption-
provided Recessaryih-eBitling ceramsmsaf d P SESE.SS
standards—
56 |F - - - . ces
aje he-syste . ©-gath aceess to d_aEa;app ea_Ee sfdey €es E. e' At east_al c ty’pe © e
SI.:EH d-provide q:en .E'E’ shouid E'.sg; de aﬁgﬁ op aFEe authe E. :Feab.s ) I I
authentication: | knrewing{sharedseerets)-erowning{smart-cards):
_lae_spel to ' al’ Iae_auE_ € Eelatedt oug d EE.E '
aHE: cf E_leaEes towards-anothe .e:FEE’ whte ,E €
. A . s :
# st_eael © B'IB“ ding SEEHF ty-erede Ea_ 5 ts_e @
.ﬁam tl_at cafr verty de.“ ee. aut 'e.'EEE7 afte
# EEIaE,EIE with-the-device € E. d-party can-be
G uSer;a Server-of afty BE'.E entity SHen as.
: o e
E“a'. prerA-pure direct-authentication-could be
sla. et tH-any token-based S’SEE'. where-t €
seme-level-efclearancesuch-as-openinganaceess-
to-the-outerwerldina-Smart Heme-
modelshewld- |thesecurity model/systemshould-suppert suppertsatleastene
support- revocablekeys: revocablekey-seheme-
revecablekeys
364 |F - - - e iee :
aje Hydra-should- \Instead-of ides E. yingthe-userordey €eaSESSto Hyd aa al“l"s atleast-one
be EEE'.EIS may be. adthenticated E. ough-€ ede Ea.s i I .
recog! |sed,by_ the-applieation-such-as b. ,dEd
N ce EI.IEBEIES direct aho ’,' Ous aEEeﬁsEaEs.
Hsthg credentials ”. E:FSHE I aving ko d.el ¢ ’.F.E "
i 0
s” ﬁesﬁl.e S dEuIIEES. USFNOT beMA “;.”IEI" I
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ID (Type Priority|Description |Rationale Fit Criteria Middle| SDK DDK IDE |Application
ware
authentication-MUSTbe ALLOWED—ExampleIn-
. ]
SF' a_t efme-when-a-Service-Age Ee_aSe N eeﬁ
; o I ovico f I
i ’
seriee alge SE t € I Fe e.e” o ‘o eSy.sEe I
The Service Provi : | thi
Sarvica Aaant whoa -nrecante tha talkan-to-the Hoameae
Service-Agent-who-presentsthe-tekento-the Home
Aceess-Control- System—The Home-AceessControl-
contact-the- Heme Ownerand/orService Provider-
Cvuctarm whon the CSarvicen Aaant ic aF +ha A r The
Systemwhen-the-Service-Agentisat the - doer—Fhe
Ele.Eb., dEIEIyIIgEES.EIuEE::geEEESS S
haf d.le and-communicate without further security
requtreme ts eve t eug__E es;ste;sn_; asa
Ievide 0
Table 51: WP7 - communication
4.4.45 Middleware requirements for WP7 - Trust, Privacy and Security: configurability
ID (Type Priority|Description |Rationale Fit Criteria Middle| SDK DDK IDE |Application
ware
5t |F - . Pri - . -
tajor T LA trate-communicatio . Aust .SE be . I ’d.a idd cwarehas to
menitored-by-any ° aut o sed E. d-party—One- |p aulde_salteulal
) I CORSEQUEREE-O E. SFequreme Hist aEFue ave CERArSMS to P s.EeeE
S'eeH'Fed' m%mmﬁgs— } i g i 7 'B'F"V'a‘te—l i '.
G h e
297 |Functional |Major |Secure data In order to protect personal data it should be Hydra provides certain v
erasing on possible to securely erase data from Hydra configuration mechanisms to
Hydra enabled |devices even after they have been disconnected - |easily erase personal data
devices intended and non-intended. right on the device and - on
end-user demand - even
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ID |(Type Priority|Description |Rationale Fit Criteria Middle| SDK DDK IDE |Application
ware
remotely.
Management |ehalenrges-Hydracannetbeassumedasa-
thic tiirn Ehvdes tmbn o Cimala it ~AF e iod £l e
this-taraHydra-intoa-Single peint-of trust failure:
361 |F - M n - P - - I - .
. . . . . - . Hh . . .
Integrity eonfigurations,the-middleware shouwldmoniter,- |mechanismsandprotecelsin
’ i ’ i i
af allglse.a d | eeeﬁssa Y preve E_ oFgive .suden .Es mprove S’ISEE
Table 52: WP7 - configurability
4.4.46 Middleware requirements for WP7 - Trust, Privacy and Security: security
ID (Type Priority |Description [Rationale Fit Criteria Middle| SDK DDK IDE |Application
ware
347 |Constraint / |Critical |Authentication |A Hydra enabled device cannot be assumed to Virtualisation of devices is v
requirement and know another device simply through hardware important to protect devices
constraint authorisation |identification but needs to know WHAT security |from attacks and balance
must be properties and related credentials this other new (stakeholders' security risks and
resolved and unknown device adhere to. Hydra has to be |ensure damage control.
semantically |able to resolve dynamic and unpredicted Therefore, both devices and
connections. users can operate with virtual
identities. Two devices with
respective end-users CAN
connect based on semantic
security description according
to the security meta-model.
357 |Constraint / |Critical |[Hydra must In strong security implementation, virtualisation |Device authentication is v
requirement support device |and context isolation depend on isolation. As such|supported without device
constraint authentication |Hydra has to be able to support devices that identification.
based on authenticate indirectly through recognition of pre-
context and shared keys or using credentials (such as Direct
semantics Anonymous Attestation plus additional
credentials) instead of through assumed
identification of the physical device (such as
MAC). The Security & Communication meta-
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ID (Type Priority |Description |[Rationale Fit Criteria Middle| SDK DDK IDE |Application
ware
model must not assume mandatory identification.

45 |Funetional |Majer Stered/private-|Anry-Stered-data—must beprotectedfrom- Hydraprevides-developersat
data-must-be- |unautherised-access—TFhiscanbe-done-byaceess- [least-one-mechanism-toprotect
cemmunication|seeurityproteceols: phtg-ir-extensien)to-suppert
several between-today sand-fature-
protecels:

2 F - - T " cation. i : -

aje I . : For-eritica cor HFI catior Sten as_elay ent eel aftSmS € abling-mutua
a hasto-be-ensured- provided—Espeeiaty-Hydra-
communication enabled-devices-haveto-
I g
management- |Sophisticated-mechanismsforidentity- mechanisms-are-providedatall

5t |F - Mo Pri ’ . . i I

communication|monitored-byanyunautherised-third party—One- |previde-particularmechanisms-
| ) ) . el
. consequence-ol E. Srequremer tHis-that we-have _Es p_lateet Es, md elants
particatarly to-be ablle ES. d SE. guish-t .e .E aracter o ings. indicated-as—private
€6 FI' o e_atls cither by-e-g d_e a.utsett g5
sheuld-be- the-data—was-manipulated-ernet—Fhisis- speeific-eneryptionmechanisms
provided especiatly-hecessary-in-eBilling af &P EES.ESS e derto .
56 |Functional \Major |Hydrashould |Togain access to dato/applications/devicesr the. |Atleast twotypes of
" £ ; - i cation- ication_whi
€ .E by shouid p .e“'de appropriateauthe E. eat_e ;
E;plesa. . I'S.Ea' Iauedl ere E.s RS-0 .SE eEg.h .5;, auallablle to-the-w eel;d.a
i i 0 r
y s”f_gl tsha edlsee EES).S oW g(e.g sfhart
NOFbe MANDATORY-due-to-thetackof graceful-
degradation-erfatback:
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ID |(Type Priority |Description |[Rationale Fit Criteria Middle| SDK DDK IDE |Application
ware
proposeed- ebseleteithaste-beguaranteed-that theused- |byHydraIBE/SBKisbased-on-
Meodels)ybased-on—<correcteryptographic-
algerithms-:

29 |F - Mo S ’ . " - | ; .
eryptegraphic- teation; tef; 7 managementisprevided:
key- seeurekey-managementisneeded—
management

228 [Non- Major User controlled|The user should always be in control of trust No automatic trust v v

functional / trust levels levels. management without user
usability approval. Trust management
should be - user approved only
-in 10 out of 10 cases.
245 |F - . - I ice,
a0 yarashoutd- & sEe.ael oftdentifying £ € usero dev cea . ’d.'a allenls aE.Ieas.E © el _
_Iae_aﬁe to Sesston-May be-authenticated ¢ slug_ direet
I I X . .
authe E_eates towards-anothe 'e:FEE’ Whte ,E R
; s . s :
st_ead sl ﬁl o dl 9 SEEH'F ty erede Ea_ S Es_e I @
pd ty E_aEea_ VEHTY de.“ ee' aut e.EEE’ afte
Eeaeltm with-the-device EE. d-party-can-be
@ HSEII a SERVEro Ia y-ot _el entity suen as'
: o v
E”a. ple Frpure direct-authentication-could be
SE.'IEI tany token-based-syste ) where-t €
: -
I . EaIBQEIEEE. CIPTESTOTWE Hse. wit the-same-syste
Management |ehallenrges—Hydracannetbeassumedasa-
. I . i - c o .
Seeurity-Model| Hydra-Seeurity-Medelsheuld-be-able-te- operate-with-already-existing-
; . . ' . -0 of 10
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ID (Type Priority |Description |[Rationale Fit Criteria Middle| SDK DDK IDE |Application
ware
seedrity-
system(s)
297 |Functional |Major Secure data In order to protect personal data it should be Hydra provides certain v
erasing on possible to securely erase data from Hydra configuration mechanisms to
Hydra enabled |devices even after they have been disconnected - |easily erase personal data right
devices intended and non-intended. on the device and - on end-
user demand - even remotely.
must-beable- |operate-through-ether protocolsand-seeurity- supperts-the semantie-
tesemantically |mechanisms,they-have to-beableto-deseribethe |description-ef-seeurity-
to-semanticatly 7
define-seeurity-|inherent-security requirementsina-semantic- requirementsand-provides-
y
: . | R X hani |
hand-Hydraprovidesmeansin-
erdertoanalyse-
EEIES.EE.EEEI: EI’.} existing aeviee
protecelsHydra—can-deteet
protocels—seecurity-
S\fsteﬁq— eause—ma#&ﬁetfens—by—ehaf@ng—sysfem— _ speeifie cncryp_ticn mechanisms
Integrity configurations—the-middleware should-meoniter~ |and protocolsinorderte-
i i ] . ) A
modelshould- |the-seeuritymodel/systemsheuld-suppert supportsatleast-onerevocable
suppert reveocablekeys: key-sehemes
reveeablekeys
364 |F - Ma I . o ice, " I

be-open-to- session-may-be-authenticated-through-credentials-|eredential-based-authentication

i . b ; I .
| ccog SEEIE’.E c-application-such-as E. ,EEE
| o EE'E. cates; direet ano ’, OuS aEEeﬁsEaEs_
E.E vorkes E.EE'EE.E wit EEE. © EEE.EE SEREMES
Hsthg€ edentials ”"E:FI out avig N d_e ; ’.F.E &
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ID |Type

Priority

Description

Rationale

Fit Criteria

Middle
ware

SDK

DDK

IDE

Application

cione.f o PV
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4.4.47 Middleware requirements for WP7 - Trust, Privacy and Security: context

ID |[Type Priority |Description Rationale Fit Criteria Middle | SDK DDK IDE | Application
ware
5t |f - Mai Pri " - . -
communication|monitered-byany-unautherised-third party-—One- |provideparticular
) I CORSEQUEREE-O E. ISrequireme tis atgne ave SERARSMS to P s.EeeE
Table 54: WP7 - context
4.4.48 Middleware requirements for WP7 - Trust, Privacy and Security: DK
ID |[Type Priority |Description Rationale Fit Criteria Middle| SDK DDK IDE |Application
ware
prepesed- not-obseleteithaste-beguaranteed-that the- |propesed-byHydra-
hi hi o ' IDE/SDK i
atgorithms Fhus;-the-HydraIDE/SBK-should-enly-propese-|correet-eryptographic
i - 0
Security IEI d.e(s) la.asl ed e. correct algorithms
apprepriate- stage;that-the-developergetssuppert-to-find- |propesesatieastene-
Seeurity- the-bestseeurity-medel/systems-for-his- appropriate-Seeurity-Model
ModeHs) device/fseftware—TFhusthe Hydra IBDE/SBK- to-the-developer—No-
S-hetl-ld—be— MW% o Se€| F.E“ See Fit“ Pqeds n alle _
developer application—Hewever,the-developerisret
cempeled-toacceptany prepesals:
Table 55: WP7 - DK
4.4.49 Middleware requirements for WP7 - Trust, Privacy and Security: IDE
ID |Type Priority |Description |Rationale Fit Criteria Middle| SDK DDK IDE |Application
ware
propesed- ebseleteit-hasto-beguaranteed-that theused- propesed-by-Hydra-
. - . ' i .
E"EE.sg'aﬁl € IEIyEEsgllEaEﬁlleE a; gorithms are correct SI HS; the IDE/SBK-isbased oF
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ID |[Type Priority |Description Rationale Fit Criteria Middle| SDK DDK IDE |Application
ware
asﬁﬁ op fate the-developer geFEs Stppo E. to Fd the b. e:FsEse’eu - P OPOSES at Seast ohe
Medels)- HydraIDE/SBK-sheuld-prepese-themeostappropriate-|Medelto-the developer
shetuld-be- Seeurity-Medels)to-beapplied-entherespective- —No-Seeurity-Medel—
develeper te—aceept-any-prepesals:
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5.2

5.2.1

5.2,2

Developer users validation plan

Middleware and SDK validation (first iteration)

Middleware (I)

Experience shows that the more immature an implementation is, the faster defects will be found.
Users who are confronted with incomplete and faulty software become frustrated and can not
provide much constructive feedback. So it is decided to proceed with the first middleware evaluation
at an advanced stage, when the implementation of software has already reached certain robustness.
As the middleware is recursively improved, the part regarding the middleware assessment is
repeated in all iterations. The collected feedback allows having a constant improvement of the
implemented system.

The middleware assessment is performed via the verification of the fit value fulfilment in each
relevant requirement (as found in the tables of paragraph 4.4) and with mean of a questionnaire to
be completed from developer users who exploited the HYDRA middleware.

First there will be a collection of data as a result of laboratory test by considering each requirement
referring to the middleware. This will be the case for those quality dimensions that need a specific
measurement (for example, an efficiency performance test).

On the other hand requirements that need a special evaluation, not feasible with a simple
measurement, will be assessed through a set of question to be inserted in the questionnaire and
then proposed to different developer users.

SDK

The SDK assessment will be performed in same way as it is done for the middleware, but
considering only the requirements related to the SDK (paragraph 4.4). The assessment will use
again both laboratory measurements and a questionnaire to be completed from developer users who
exploited the HYDRA SDK.

Middleware and DDK validation (second iteration)

Middleware (II)

The second middleware evaluation shall arrive when the implementation of software has already
been improved.

The middleware assessment is repeated as it was done in the previous cycle and it is performed via
the verification of the fit value fulfilment in each relevant requirement (as found in the tables of
paragraph 4.4) and with mean of a questionnaire to be completed from developer users who
exploited the HYDRA middleware.

First there will be the collection of data as a result of laboratory test by considering each
requirement referring to the middleware. This will be the case for those quality dimensions that need
a specific measurement. Other requirements will be assessed through the questionnaire proposed to
developer users.

DDK evaluation

The DDK assessment will be performed considering its relevant requirements (paragraph 4.4). The
assessment will use again both laboratory measurements and a questionnaire to be completed from
developer users who exploited the HYDRA DDK.
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5.3

5.3.1

5.3.2

5.4

5.4.1

54.1.1

Middleware and IDE validation (third iteration)

Middleware (III)

The third (and last) middleware evaluation will be performed towards the end of software
implementation. At this stage the software shall be in the release version and at a consistent level,
being improved during previous cycles.

The middleware assessment is repeated again via verification of the fit value against relevant
requirement and with mean of a questionnaire to be completed from developer users. First there will
be the collection of data as a result of laboratory test. Then issues that need a special evaluation will
be assessed through a set of question to be inserted in the questionnaire.

In this case the outcomes won't enter again the loop, as the project iterations are completed. The
results and suggestions will be inserted in a list of recommendations that will sketch the most
appropriate next steps to be followed in order to allow a complete and successful exploitation of the
HYDRA middleware.

IDE evaluation

The IDE assessment will be performed not exactly at the end of the last iteration, at M48, as this
represents the deadline of the project. A reliable version of the IDE is expected at the end of M46,
so that during the last two months of project activity it will be possible to complete the last HYDRA
prototype evaluation.

The software testing will be done considering requirements relevant for the IDE indicated in
paragraph 4.4. The assessment will use again both laboratory measurements and a questionnaire to
be completed from developer users who exploited the HYDRA IDE.

The results will be inserted in the list of recommendations for a successful HYDRA exploitation.

Validation process

The process followed is similar in all validation cycles and foresees fixed steps to pursue with
exactitude: an initial preparation part, a validation activity done in laboratory and with developer
user experts, the collection and analysis of the outcomes and a final part for feed back into the loop
the results for addressing the next steps of the project.

Steps

Prepare the validation activities

The first part of the task defines and briefly describes the subject of the validation, with insight of
the technical platform and components to be validated. The validation templates, to be prepared
before the evaluation activities take place, identify the actors, i.e. the test persons, and eventually
recruit them (if they do not belong to the project consortium). It is useful also to draft the
corresponding user scenarios that the actors need to go through as part of the validation. This
allows to customise the validation procedure, selecting from already existing methods that are
considered appropriate. The scenario definition should be used also for defining eventual
augmentation, so that the validation doesn't exceed certain fixed boundaries.

In case the fit criterion has to be measured with mean of laboratory test, the validation template,
prepared from the HYDRA technical partners (depending on their expertise), has to clearly indicate
information such as testing method, statistical processes to be applied, number of trials for
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5.4.1.2

5.4.1.3

5.4.1.4

5.4.2

considering trustworthy the result, boundary conditions and any other data necessary to conduct a
reliable experiment.

In case the fit criterion refers to a quality dimension which is not related to a numerical
measurement (as an example, user satisfaction or user acceptance) it will be prepared a
questionnaire, drafted from all task participants, aimed at measuring the specific argument. For this
second part of the evaluation there will be the possibility to investigate if questionnaire templates (or
part of them) already exist which are considered suitable for the intended trial, and especially for
assessing the quality of use in software. A tailor-made questionnaire for the user group has to be
prepared, where provided functionality, added value and other related topics are investigated. This
kind of questionnaires will give other information for depicting a quality space through performance,
productivity and added value dimensions from a user point-of-view.

Conduct the validation activities

Once the validation template and questionnaire are completed, the test person has to follow the
indications given and to perform the validation, which can be a laboratory test or a trial of the
middleware/SDK before answering the questions. Different expert evaluators do not find the same
defects, and not in the same order. It is therefore advisable to use at least two or three experts
(even more if available). In later development stages longer test sessions should be foreseen.

The user has to be assisted from the working group who prepared the evaluation activities, in case
something is not clear or misleading. The conduction of the validation itself from developer users
should be linear if the planning is done carefully and the validation templates are prepared with
sufficient attention.

Analyse data

After completing the test trials and questionnaire submission, it is time to analyse the results and
formulate the conclusions. This part is strongly dependent on the testing method applied, decided
during the first phase.

Data analysis will be performed with different approaches for the laboratory measurements figures
and the questionnaire responses. While the first will hopefully result in immediate numbers, the
examination of questionnaires will be made with both quantitative (statistical calculations on multiple
choice questions) and qualitative analysis (comments and observations emerging from open
questions).

Feedback results back to the loop

The validation results will contributes to the project success just if it is the project plan foresees that
all the user feedbacks are given back to the developers of the system, with an iterative approach.
The data emerged in the previous analysis will be distributed to the HYDRA consortium, and they will
be mean for refining the user requirements and improving the system characteristics.

This is the case also in the last iteration, where the assessment result won't enter again the project
but will be inserted in a list of further recommendations.

Planning

The planning of the first validation cycle, composed from the phases just described, is depicted in
the following Figures, one for each of the assessment iterations. The timetable indicated is referring
to the HYDRA GANTT and overall project (work package and task) planning. The timing is
elaborated in relation to Figure 3, depicting the HYDRA prototypes timeplan, to which the validation
plan is adapted.
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5.4.2.1 First iteration
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Figure 4: user validation first iteration - time plan

The first iteration will take place from the end of M24 till the end of M26. First and second iteration
will last for a period of two months, while the third iteration shall last for three months.

5.4.2.2 Second iteration
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Figure 5: user validation second iteration - time plan

The second iteration will take place from the end of M36 till the end of M38.

5.4.2.3 Third iteration
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Figure 6: user validation last iteration - time plan (developer users)

The third and last iteration will take place from the beginning of M46 till the end of M48.
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6.1

6.1.1

End-users validation plan

Object of the validation

A foreword underlining the background of this evaluation part is necessary for end-user validation.
The HYDRA project scope is to develop tools (SDK, DDK, IDE) in order to permit an intelligent
software implementation among several platforms in a straightforward, but comprehensive way. The
applications developed are considered means to an end, an exemplification for each of the three
selected domains to understand potentialities of developed tools. From this point of view the end-
users’ evaluation is not considered the central point of the HYDRA middleware assessment, but an
important added value that is useful to understand how the HYDRA-implemented hardware and
software could work, and what a first feedback from the interested stakeholders could be. HYDRA
platform should be able to support many different applications, so it is not important if each built
test-application is fully adequate for its purpose, but it is crucial to evaluate the applications to
understand the sources of their shortcomings. As an example if an application doesn’t work because
a third-party GUI library causes bad usability it is ok; if the users cannot perform the application
because the security scheme used in the HYDRA middleware is a severe performance bottleneck
then it is necessary to understanding what is not working.

The object of the evaluation shall be the applications implemented from project developers to
illustrate the HYDRA concepts and explain the middleware potentialities. The chosen domains are
building automation, healthcare and agriculture.

At the time of writing the unique implemented demonstrator is concerned with the first domain, so
actually it is not yet possible to make the complete planning for the validation activity to be brought
up with final user (stakeholders) in the application. As a consequence in the next sections there is a
brief introduction of the selected vision scenarios, one for each field, which will be the base to build
the real demonstrators. For each we will consider a technical and an introductory evaluation based
on the requirements collected in paragraph 4.4, as some of the requirements are referring also to
the application and not just to the prototypes (middleware, SDK, DDK and IDE).

Before the beginning of the last iteration, where the end-user validation plan is concentrated, and
there will be a better knowledge of how the applications were implemented. It is necessary to
specify better the end-user validation activities, especially in terms of quality dimensions not yet
analysed but which are essential to be investigated and how to proceed with the assessment.

User scenarios

The gathering of user scenarios in the in three domains building automation, healthcare, and
agriculture was performed in WP2 and refined in WP3 with the aim of establishing a set of useful
and realistic usage pictures on a possible and not too far future. Creating scenarios of end-user
behaviour and interaction with platform functionality is a really useful instrument for identifying key
technological and socio-economic hints to collect end-user prioritised needs.

Scenarios are snapshots of future common situations that help to understand how the HYDRA
system impact would be. They provide coherent and comprehensive descriptions of plausible futures
built on the imagined interaction of key trends.

In the building automation domain the “Beehive” scenario has been drawn, highlighting new
management features that will be available in the future housing complexes. The field of intelligent
homes comprises an enormous variety of technologies, across commercial, industrial, institutional
and domestic buildings, including energy management systems and building controls. HYDRA has
the potential to have a deep impact on the interaction of technologies and systems in the building
automation domain.
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6.2

6.2.1

Healthcare is the second of the tree user domains in which the project will be demonstrated and
validated. In this sector the “Overload” scenario has been sketched: a patient with a diabetes type II
disease shall be able maintain his normal habitudes, also at work, with mean of the HYDRA
interconnected devices. The healthcare sectors are extremely complicated in terms of how
healthcare services are delivered and financed. HYDRA can enable applications that can improve the
delivery of healthcare services by securing higher quality of treatment, improved access to care,
avoidance of unnecessary hospitalisation and more efficient delivery of healthcare services at lower
costs.

The “From Farm to Fork” scenario has been chosen in the agriculture area, foreseeing an
enrichment of the actual potentialities for food traceability. The most ancient economic activity of
human beings has been commonly identified as a traditional activity and — unfortunately — very
often considered a static sector, unable to actively enhance the economic and social development of
our countries. The most important challenge for the agriculture domain is the adaptation of
traditional farming method with more innovative approaches, where the use of uprising technologies
is not seen as a treat, but as an opportunity.

The complete storylines may be found in HYDRA Deliverable “D2.1 Scenarios for usage of HYDRA in
3 different domains”.

From the scenarios and their description a formal collection of all relevant user requirements have
been derived. Functional user requirements have been taken into account in previous paragraphs,
while the present assessment will involve the most important aspects of user expectations in the
chosen application domains.

Selection of end-users

End users performing the evaluation will be selected among the actors and stakeholders found in the
different scenarios previously described. Testing users differ depending on the domain to which the
validation is applied.

Building automation
Stakeholders

The primary stakeholder class consists of end-users of services and applications that have been
developed using the Hydra middleware. In the Beehive scenario there is a large number of primary
stakeholders, from residents of apartment blocks to customers and staff attending the shopping mall
and the fitness complex. Also service technicians that have to maintain the HYDRA enabled installed
system are considered a primary stakeholder, together with authorised vendors, subcontractors and
service organisation to access the building management system. They are in charge of service and
maintaining the building management systems and have to get physical access to the buildings and
web based access to the systems.

Secondary stakeholders are those actors who are directly accountable for the end-user experience.
In the scenario, secondary stakeholders are facility management companies, system integrators and
building automation vendors.

Tertiary stakeholders are all actors supporting the previous ones, like the Danish government,
housing complex designers and constructors, facility management companies and also
standardisation and certification authorities.

Stakeholder selection

The primary stakeholders are the main target users to assess the HYDRA enabled experience. They
represent the first “tester” for the example applications, giving a preliminary feedback on how the
new technology was able to improve their lives. The secondary stakeholders are represented within
the HYDRA validation framework from the application developers, so they are considered as “bulked”
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inside the HYDRA system. The validation that could be fulfilled from this level of actors is comprised
in the SDK, DDK and IDE validation, so it is not considered in this section. The last level of actors is
very broad and is not directly involved in the HYDRA usage, so the tertiary stakeholders won't be
involved in the valuation plan.

For the selection of end users of the building automation domain it is enough to identify a group of
demanding home owners who are familiar with technological devices (this is a representative user
for that market sector, as a low demanding home owner would not be interested in buying advanced
instruments that are more expensive than basic commodities). These users may be found also
between colleagues or partners who have certain knowledge of domestic systems.
The main features to be evaluated by the Aome owner stakeholder are clustered in two major
groups.
e Private users:
o enhanced convenience and comfort resulting from Hydra’s ambient intelligence features
o enhanced security of their e-systems
o advanced remote control and monitoring features
o seamless intelligent networking
e Professional users:
o time and cost saving (through remote services and remote error detection)
o interactive support services for troubleshooting
o proactive security management features for the access control to the building.
The listed features shall be taken into account and cross compared with the selected requirements
to be assessed (tables of paragraph 4.4) and the relevant quality dimensions derived in section 4.3
(summarised in the next Table).
alit Unit of Critical Required
_Qu |_y Measure ! it quir Optimal Value Methods
dimension Measurement Value Value
Performaqce - | Rating by Global rate Better than Above average ngs_tlonnalre,
functionality users the average Positioning
Perfor_mance - | Rating by Global rate Better than Above average ngs_tlonnalre,
effectiveness users the average Positioning
Subjective User
assessment - . Global rate Above average Questionnaire
: satisfaction
quality
. Time to learn . Below Better than Learning time
Learning effort Minutes Above average
(end user) average the average measurements
More than
0,
. 50% of 20% of working N
Cognitive . working - Learning time
Time to learn | Rate . time for less than
workload time for measurements
one week
more than
one week
. Number of . .
Rating by ) Questionnaire,
Added Value users benef_lts Above average Positioning
mentioned
Rating by Global rate of o
users o Above . Conjoint
Safety vulnerabilities No vulnerabilities
Number of average Measurements
o number
vulnerabilities
Privacy Rating by Global rate of Above No vulnerabilities | Questionnaire,
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users (if vulnerabilities average Positioning
applicable) perceived
Number of

vulnerabilities

Table 57: selected quality dimensions for the user assessment

6.2.2 Healthcare
Stakeholders

The primary stakeholders identified from the scenario are patients (especially people participating in
virtual communities), doctors, practitioners, nurses and other officials working in health services.

The secondary stakeholders are represented by the UK government healthcare provider and local
hospitals, the organisation supporting a virtual group of patients with medical conditions (also the
ICT department), the UK tax authorities and public service providers.

Tertiary stakeholders are all other actors supporting the primary and secondary stakeholders.
Identified tertiary stakeholders in the scenario are a truck company, third party companies offering
trusted authentication, a medical device and handset manufacturer, content providers and network
providers.

Stakeholder selection

Primary stakeholders are the only users to assess the HYDRA enabled experience. They will test the
example application and give a preliminary feedback on how the new technology works. The
secondary and tertiary stakeholders are represented from the HYDRA application developers and
sub-sequent suppliers, so they are considered before the user validation (in fact they “prepare” the
object to be assessed).

For selection of end users of the healthcare domain it is necessary to identify a few
practitioners/nurses and their patients who will receive a short training on how to use the HYDRA
(and non-HYDRA) devices exploited in the scenario. These users shall be found among experts and
technicians working in the relative sector.

The main features valued by the two relevant classes of stakeholders are:

e Medical assistant:
o automatic and contextual feedback to patients and end-users
o statistical tools for analysis and comparison of medical data

e Patient:
o support in compliance, medication intake, household task

e Both:
o access to easy-to-understand information tailored to specific needs
o convenient and context aware services

o security, pervasiveness, mobility, robustness of the services and user-friendly
interfaces.

The features shall be cross compared with relevant requirements and the quality dimensions
summarised in Table 57.
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6.2.3

6.3

Agriculture
Stakeholders

Primary stakeholders in the described scenario are consumers but also farmers, the transport
company, different actors in the value chain of the food industry, the wholesaler/traders and the
retailers. The first stakeholder level is generally intended as the private and professional end-users
featuring and using the traceability concept from HYDRA enabled devices.

Secondary stakeholders are technology integrators, software developers and manufacturers of
sensors and devices, companies producing hardware/firmware components with Hydra integrated
features, vendors and traders of the HYDRA enabled products. The interest of the different
stakeholders may differ from category to another, but all of them are interested in exploiting the
HYDRA enabled technology in order to allow the product chain traceability.

The tertiary stakeholder level includes a wide range of commodity producers that are related to the
business framework, e.g. a third party certification entity. Also other relevant actors exist that are
not mentioned in the scenario text description (content provider and network provider).

Stakeholder selection

Even in the agriculture domain the validation will focus on the primary stakeholder level. The end-
users pertaining to this class do not know which technologies were used to let them be aware of the
complete product chain, they just choose and buy the product because it is as they expect it to be.
Their wish is to have a product with specific characteristics and so they are suitable to be testers for
the example application. Other stakeholders are represented within the HYDRA validation framework
from the application developers and the sub-sequent suppliers, so they are considered as before the
user validation (in fact the “prepare” the object to be assessed).

The selection of the agriculture end users seems not as immediate as in the previous domains,
because farmers and the food industry after them are quite a long chain. So in order to simplify the
work it is enough to select a group of agriculture experts who are familiar with technological devices
(this is also representative for that market sector, as normal farmers are less attracted from
advanced instruments). These users may be found externally from the Consortium.

All the end-users are characterised from similar interests:
e statistical data for analysis and comparison of products

e seamless integration of product data (information awareness of product history and data
addition) coherent with the rest of the value chain

e access to simplified and easy-to-understand information
e convenient and context aware services
e security, pervasiveness, mobility of the services and user-friendly interfaces.

The features shall be cross compared with relevant requirements and the quality dimensions
summarised in Table 57.

Validation process

The process followed is the same as in all previously described validation cycles, with fixed steps to
be followed: preparation part, validation activity done in a laboratory environment and with end-
users, collection and analysis of the outcomes and a final part for drawing the main results and
addressing recommendations and next steps.
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6.3.1

6.3.1.1

6.3.1.2

6.3.1.3

6.3.1.4

Steps

Prepare the evaluation activities

End user evaluation activities are prepared (together with and) similarly to what is done for the
developer user assessment, with differences on the templates to be drafted.

The first part of the task defines and briefly describes the subject of the validation, with insight of
the application. Before evaluation activities take place test persons are identified and recruited. For
the applications testing this is needed because building automation, healthcare and agriculture are
domains whose expertise is not present in the project consortium. After the stakeholder choice is
done, it is fundamental to draft user scenarios that end users need to go through. The scenario
definition is needed also for giving fixed boundaries to the validation.

The quality dimensions referring to requirements where the fit criterion needs a numerical
measurement shall be assessed by drafting and completing a validation template (prepared from the
HYDRA technical partners) during laboratory test.

The quality dimension related to “empirical” measurement (as an example, user satisfaction or user
acceptance) will be tested through a questionnaire aimed at measuring the specific argument and
drafted from task participants. Each domain will have a questionnaire with several questions related
to the specialised requirements for that specific domain. The tailor-made questionnaire for end users
group will have to investigate all topics (i.e., quality dimensions) that were not yet consider all along
the requirements list (paragraph 4.4).

Conduct the evaluation activities

The test persons have to perform the validation along the lines of the validation template (in the
laboratory test for numerical measurements) and on the questionnaire while answering the
enquiries. For the second part it is worthwhile to use a certain number of evaluators, to be
determined by considering both the effort constraints derived from a limited (time and cost)
evaluation interval and the need to obtain a statistically significant analysis. The Consortium must be
able to determine how large a sample is needed to ascertain that a requirement is satisfied; in case
that requirement is stated using an appropriate quantitative metric. The end user has to be assisted
in case something is not clear or misleading while the validation scenario is done.

Analyse data

Data analysis will be characterised from the same procedures as seen in paragraph 5.4.1.3. Testing
method, statistical processes to be applied, number of trials/questions’ response and any other data
will be used as parameters to study the experiment outcome.

The examination of questionnaires will be made with both quantitative (statistical calculations on
multiple choice questions) and qualitative analysis (comments and observations emerging from open
questions).

Recommendations and further steps

The validation results in the final loop will draw a set of recommendations for the improvement of
the HYDRA system that will contribute to the project success. Hereafter the data analysis will not be
used for refining the user requirements, but to sketch a roadmap for improving the system
characteristics and achieving a market appealing product, that is helpful for software implementation
for embedded platforms.
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6.3.2 Planning

The last validation cycle, depicted in Figure 6 (and repeated here for reader’s convenience, see
paragraph 5.4.2.3), will be held in the last three months of the project. The timetable indicated is
referring to the HYDRA GANTT and overall work package and task planning.
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Prepare thé evaluation

Figure 7: user validation last iteration - time plan (end users)
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7. Conclusions

This document tries to select a shared approach and common ways to identify critical aspects of the
HYDRA middleware with adequate means of validating project results. The presence of different
types of users (developers or end-users) requires that the analysis be split into two parts: the
prototypes assessment and the application examples evaluation. HYDRA validation is so divided into
two tasks, whose completion ensures a full investigation of possible in and outs of project results.

The content of this report has three major aims.
1. To give a basic framework on user validation concepts.

User validation is a well established activity that studies how quality attributes have been
considered during system implementation. In essence, this part briefly introduces quality-based
software engineering evaluation techniques.

2. To apply this framework to the HYDRA prototypes.

User requirements and relative fit criteria are the principal mean to perform the validation of
prototypes. The focus is towards operational quality attributes rather than development oriented
ones, even if the HYDRA iterations shall provide testing for both middleware and toolkits (to be
used at development time). The quality attribute requirements presented in the report are
considered an initial list that is subject to modification during project cycles.

3. To apply this framework to the application examples (building automation, healthcare,
agriculture).

Part of the user requirements (and correspondent fit criteria) may also be applied to perform the
applications evaluation. The focus is towards quality attributes rather than technical ones (these
are better investigated trough laboratory trials). The selected list is considered a starting point
subject to modification during project cycles.

Please note that the document is not validating the business models, large consumer tests or impact
validation nor benefit evaluation as these issues are more of business concept nature and/or give
insight in the usability of the market application, analysed in T10.2 on business modelling. Moreover
the HYDRA project will not validate in-depth aspects related to the full functioning of the three
domain applications, as these are considered as useful examples to understand middleware
potentialities: an overall analysis is considered out of the scope of the project.
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